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ABSTRACT
A computer system (600) comprising processing circuitry (602) configured to handle a set of

zones (1) arranged for one or more autonomous vehicles (5) is provided. The processing
circuitry (602) is configured to obtain an indication of the set of zones (1) and an update (2)
to the set of zones (1). The processing circuitry (602) is configured to produce an updated set
of zones (3), based on the update and the indication of the set of zones (1). The processing
circuitry (602) is configured to provide an indication of the update (2) or the updated set of
zones (3) to a verifying entity (12). The processing circuitry (602) is configured to, in
response to obtaining a confirmation that the update (2) or the updated set of zones (3)
provided to the verifying entity (12) is approved, provide an indication of the update (2) or

the updated set of zones (3) to the one or more autonomous vehicles (5).

(Fig. 1 to accompany abstract)
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UPDATING ZONES FOR AUTONOMOUS VEHICLES

TECHNICAL FIELD

[0001] The disclosure relates generally to autonomous vehicles. In particular aspects, the
disclosure relates to updating zones for autonomous vehicles. The disclosure can be applied
to heavy-duty vehicles, such as trucks, buses, and construction equipment, among other
vehicle types. Although the disclosure may be described with respect to a particular vehicle,

the disclosure is not restricted to any particular vehicle.

BACKGROUND
[0002] For autonomous vehicles there is often a need to adapt the parameters for different
zones. The parameters may for example relate to speed limits or functional requirements for
the autonomous vehicles. The zones could relate to areas with more or less traffic, areas with
or without manually driven vehicles or other manual actors present, etc., which all may have
different requirements and optimal parameters for the operation of autonomous vehicles.
[0003] To adapt the parameters, geofencing is often used where parameters for the
autonomous vehicles are configured for each zone, such that a speed limit may be set for a
certain zone. The zone may be defined as an area by positional coordinates, e.g., using Global
Positioning System (GPS) or any other positioning system.
[0004] Parameters of an autonomous vehicle can then be adjusted by comparing its
position to the different zones and adjust the parameters accordingly.
[0005] Typically the zones are static, and updates are not needed very often. A parking
spot for example, tend to be constant over time while a loading/unloading spot might change
but at a rate where it is ok that the update process is a bit time consuming. However, for some
zones, updates are needed to be more frequent.
[0006] Updates may relate to adjusting parameters for the zone, adjusting the associated
area, or may even relate to adding new zones for the autonomous vehicles to operate in.
[0007] The autonomous vehicles cannot be allowed to operate in zones configured using
incorrect parameters and if such an act would happen, the associated work site may need to
be shut down and thereby causing inefficiency and productivity loss. Similarly the

autonomous vehicles may not be allowed to operate outside a zone. Hence, updating the
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zones may require a temporary stop of production or operation of the autonomous vehicles in
associated work sites or zones.

[0008] Updating zones may be performed in two major aspects, where one option is to
use verified safety software, typically centralized in one server or dedicated machine. Such a
safety software is however very time consuming to develop or to modify as any detail
modified or developed needs to be thoroughly tested, documented, and reviewed. As an
alternative, no safety software is used and instead, validation and verification activities are
performed after each update of the software or zones, to ensure a correct function which
would require test engineers to get on site and perform physical tests which would lead to halt
in production, etc. So each update will be costly in terms of time and productivity.

[0009] Hence, there is a need for more efficiently update zones for autonomous vehicles.

SUMMARY

[0010] According to a first aspect of the disclosure, a computer system is provided. The
computer system comprises processing circuitry configured to handle a set of zones arranged
for one or more autonomous vehicle. Each zone in the set of zones is indicative of a
respective area and indicative of one or more parameters for the one or more autonomous
vehicles to operate in the respective area.

[0011] As a non-limiting example, the one or more parameters may comprise a speed
limit for the area, or a set of requirements of enabled functions of the one or more
autonomous vehicles for operating in the respective area. As other non-limiting examples, the
one or more parameters may additionally or alternatively comprise a limit to a steering angle
or rules related to State of Charge (SoC) or battery management for electric vehicles. In other
words, the one or more parameters may limit or determine operations for the one or more
autonomous vehicles to operate in the respective area.

[0012] The processing circuitry is configured to obtain an indication of the set of zones.
[0013] The processing circuitry is configured to obtain an update to the set of zones. The
update comprises a change to one or more current zones in the set of zones. Additionally or
alternatively, the update comprises an insertion of a new zone in the set of zones.

[0014] The processing circuitry is configured to produce an updated set of zones based on

the update and the indication of the set of zones.
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[0015] The processing circuitry is configured to provide an indication of the update or the
updated set of zones to a verifying entity.

[0016] The processing circuitry is configured to, in response to obtaining a confirmation
that the update or the updated set of zones provided to the verifying entity is approved,
provide an indication of the update or the updated set of zones to the one or more
autonomous vehicles.

[0017] The first aspect of the disclosure may seek to improve efficiency in updating
zones for the autonomous vehicles.

[0018] A technical benefit may include improved efficiency in updating the set of zones.
[0019] In particular, as the update or the updated set of zones is only indicated to the one
or more autonomous vehicles in response to obtaining the confirmation that the update or the
updated set of zones provided to the verifying entity is approved, the update of zones to the
autonomous vehicle can be sped up and performed in a safe manner. This is since the
performance bottleneck of securely verifying the change can be moved to only a single point,
namely the verifying entity.

[0020] Due to the use of the verifying entity, the verification can be offloaded to any
suitable entity, such as to prompt an operator initiating the update to verify the update, or to
use an automated system for verifying that the update or updated set of zones corresponds to
an intended update of the obtained update.

[0021] Due to the distributed nature of utilizing the verifying entity, performance of the
update can be increased, and the use of critical safety software which otherwise may need to
be formally verified or approved can be minimized such that updates to the set of zones can
be performed without shutdowns, or with heavily reduced time of shutdowns.

[0022] In other words, due to the use of the verifying entity the autonomous vehicles will
faster be able to acquire the updated set of zones such that minimal or no shutdowns of a
worksite affected by the update may be needed. Furthermore, the update may be ensured by
the verifying entity to be correct such that no unintentional shutdowns to incorrect zones may
be needed.

[0023] Optionally in some examples, including in at least one preferred example, the
update to the set of zones is further accompanied by a first error-detecting code. In these
examples, the processing circuitry is further configured to, based on the first error-detecting

code, determine a validity of the update. In these examples, producing the updated set of
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zones is performed in response to determining that the update is valid with respect to the first
error-detecting code.

[0024] A technical benefit may include more efficient update of the set of zones for the
one or more autonomous vehicles. This is since the obtained update can be determined to be
valid with respect to what was intended to be updated. If the error-detecting code indicates
that there is no error, it follows that there is a lower risk of providing an incorrect update
which could cause a shutdown or restart of the update procedure of the first aspect. Hence,
the updated set of zones can thereby be obtained by the autonomous vehicles in a faster
manner.

[0025] Optionally in some examples, including in at least one preferred example, the first
error-detecting code is a Cyclic Redundancy Check (CRC) code, of an intended update to the
set of zones.

[0026] A technical benefit may include more efficient update of the set of zones for the
one or more autonomous vehicles. This is since the use of the CRC will with high accuracy
detect if slight changes to the update has been made. This is since a CRC code may typically
relate to an integrity check of data with respect to a bit pattern, and if the pattern changes, the
CRC code will no longer match.

[0027] Optionally in some examples, including in at least one preferred example, the
processing circuitry is further configured to, when determining that the update is not valid
with respect to the first error-detecting code, issue an indication indicating that the obtained
update is not used to update the set of zones.

[0028] A technical benefit may include more efficient update of the set of zones for the
one or more autonomous vehicles. This is since the procedure of updating the set of zones
can be restarted in rapid manner and/or a diagnosis of why the update was not valid with
respect to the first error-detecting code may be initiated.

[0029] Optionally in some examples, including in at least one preferred example, the
processing circuitry is further configured to, when determining that the update is valid with
respect to the first error-detecting code, provide the indication of the update or the updated set
of zones to the verifying entity accompanied with a second error-detecting code.

[0030] A technical benefit may include more efficient update of the set of zones for the
one or more autonomous vehicles. This is since the verifying entity may proceed with

verifying the update or updated set of zones guaranteed by that the update was valid with
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respect to the first error-detecting code, and wherein the verifying unit is able to further verify
the update or the updated set of zones provided to the verifying entity with respect to the
second error-detecting code. Using an error-detecting code may quickly indicate if the update
or updated set of zones is incorrect, e.g., in comparison to what was provided to the verifying
entity.

[0031] Optionally in some examples, including in at least one preferred example, the
second error-detecting code is a CRC code, of the update or the updated set of zones.

[0032] A technical benefit may include more efficient update of the set of zones for the
one or more autonomous vehicles. This is since the use of the CRC will with high accuracy
detect if slight changes to the update or the updated set of zoned has been made.

[0033] In examples herein, other error detecting codes than CRC may be used, such as
any suitable error detection or correction method, e.g., any of: using checksums, Forward
Error Detection (FEC), parity bits, repetition codes, etc.

[0034] Optionally in some examples, including in at least one preferred example, the
computer system is a distributed system comprising one or more modules.

[0035] In these examples, the one or more modules comprises any one or more out of:

e a first software module, configured to provide the update to the set of zones,

e asecond software module, configured to verify the update or the updated set of zones
and/or provide the update or the updated set of zones to an operator for verification,
and/or when the update is not valid, configured to provide an indication to the
operator or a providing entity indicating that the update is not used to update the set of
zones, and

e a third software module configured to: determine the validity of the update to the set
of zones based on a first error-detecting code, produce an updated set of zones, and
provide an indication of the update or the updated set of zones to a verifying entity
accompanied with a second error-detecting code.

[0036] In some examples herein, the second software module may represent at least part
of the verifying entity.

[0037] A technical benefit may include more efficient update of the set of zones for the
one or more autonomous vehicles. This is since the modules can be distributed in a more
efficient manner, e.g., on different devices or to be in differently secured software domains

such that it is possible to reduce the use of critical safety software which otherwise may need
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to be formally verified or approved can be minimized such that updates to the set of zones
can be performed without shutdowns, or with heavily reduced time of shutdowns.

[0038] Optionally in some examples, including in at least one preferred example, the
second software module is configured to receive, as accompanied by an indication of the
update or the updated set of zones, a second error-detecting code, and to verify the validity of
the indication of the update or the updated set of zone based on the second error-detecting
code.

[0039] A technical benefit may include more efficient update of the set of zones for the
one or more autonomous vehicles. This is since this allows the distributed system to execute
in a more efficient manner as the provided update can be verified such that the distributed
system can operate without all software modules having to be part of critical safety software
which otherwise may need to be formally verified or run in a certain approved environment.
[0040] Optionally in some examples, including in at least one preferred example, the
second software module is configured to prompt an operator to confirm that the update or the
updated set of zones provided to the verifying entity is approved and/or provide the
confirmation that the update or the updated set of zones provided to the verifying entity is
approved to the third software module in response to determining that the update to the set of
zones as provided by the first software module corresponds with the update or the updated set
of zones as provided by the third software module.

[0041] A technical benefit may include more efficient update of the set of zones for the
one or more autonomous vehicles. This is since the update or the updated set of zones can be
confirmed by the operator or software which initiated the update, e.g., by comparing the
intended update with the produced updated set of zones or update provided to the verifying
entity.

[0042] Optionally in some examples, including in at least one preferred example, the
third software module is configured to provide the indication of the update or the updated set
of zones to the one or more autonomous vehicles in response to receiving the confirmation.
[0043] A technical benefit may include more efficient update of the set of zones for the
one or more autonomous vehicles. This is since the critical aspects of handling the updated
set of zones and providing an indication of them to the one or more autonomous vehicles can
be contained to only the third software module which can be part of a secure software domain

or may be the only software module which may need to be part of critical safety software,
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which the other aspects of providing the initial update and verifying the update can be
offloaded, e.g., to the first and/or the second software module.

[0044] According to a second aspect of the disclosure, an autonomous vehicle configured
to operate based on a set of zones is provided. Each zone in the set of zones is indicative of a
respective area and indicative of one or more parameters for the autonomous vehicle to
operate in the respective area. The set of zones is arranged to be updated using a computer
system according to the first aspect. The autonomous vehicle may be configured to receive an
update to the set of zones, or an updated set of zones from the computer system according to
the first aspect.

[0045] According to a third aspect of the disclosure, a computer-implemented method for
handling a set of zones arranged for one or more autonomous vehicles is provided. Each zone
in the set of zones is indicative of a respective area and indicative of one or more parameters
for the one or more autonomous vehicles to operate in the respective area.

[0046] The method comprises, by processing circuitry of a computer system, obtaining an
indication of the set of zones.

[0047] The method comprises, by the processing circuitry, obtaining an update to the set
of zones, the update comprising a change to one or more current zones in the set of zones
and/or an insertion of a new zone in the set of zones.

[0048] The method comprises, by the processing circuitry, based on the update and the
indication of the set of zones, producing an updated set of zones.

[0049] The method comprises, by the processing circuitry, providing an indication of the
update or the updated set of zones to a verifying entity.

[0050] The method comprises, by the processing circuitry, in response to obtaining a
confirmation that the update or the updated set of zones provided to the verifying entity is
approved, providing an indication of the update or the updated set of zones to the one or more
autonomous vehicles.

[0051] Optionally in some examples, including in at least one preferred example, the
update to the set of zones is further accompanied by a first error-detecting code. In some of
these examples, the method comprises, by the processing circuitry, based on the first error-
detecting code, determining a validity of the update, and wherein producing the updated set
of zones is performed in response to determining that the update is valid with respect to the

first error-detecting code.
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[0052] Optionally in some examples, including in at least one preferred example, the first
error-detecting code is a CRC code of an intended update to the set of zones.

[0053] Optionally in some examples, including in at least one preferred example, the
method further comprises, when determining that the update is not valid with respect to the
first error-detecting code, issuing an indication indicating that the obtained update is not used
to update the set of zones.

[0054] Optionally in some examples, including in at least one preferred example, the
method further comprises, when determining that the update is valid with respect to the first
error-detecting code, providing the indication of the update or the updated set of zones to the
verifying entity accompanied with a second error-detecting code.

[0055] Optionally in some examples, including in at least one preferred example, the
second error-detecting code is a CRC code, of the update or the updated set of zones.

[0056] Optionally in some examples, including in at least one preferred example, the
computer system is a distributed system comprising one or more modules, and wherein the
one or more modules comprises any one or more out of:

e a first software module, configured to provide the update to the set of zones,

e asecond software module, configured to verify the update or the updated set of zones
and/or provide the update or the updated set of zones to an operator for verification,
and/or when the update is not valid, configured to provide an indication to the
operator or a providing entity indicating that the update is not used to update the set of
zones,

e a third software module configured to: determine the validity of the update to the set
of zones based on a first error-detecting code, produce an updated set of zones, and
provide an indication of the update or the updated set of zones to a verifying entity
accompanied with a second error-detecting code.

[0057] Optionally in some examples, including in at least one preferred example, the
second software module is configured to receive, as accompanied by an indication of the
update or the updated set of zones, a second error-detecting code, and to verify the validity of
the indication of the update or the updated set of zone based on the second error-detecting
code.

[0058] The disclosed aspects, examples (including any preferred examples), and/or

accompanying claims may be suitably combined with each other as would be apparent to
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anyone of ordinary skill in the art. Additional features and advantages are disclosed in the
following description, claims, and drawings, and in part will be readily apparent therefrom to
those skilled in the art or recognized by practicing the disclosure as described herein.

[0059] There are also disclosed herein computer systems, control units, code modules,
computer-implemented methods, computer readable media, and computer program products

associated with the above discussed technical benefits.

BRIEF DESCRIPTION OF THE DRAWINGS

[0060] Examples are described in more detail below with reference to the appended
drawings.

[0061] FIG. 1 is an exemplary system according to an example.

[0062] FIG. 2 is a flow chart of an example method.

[0063] FIG. 3 illustrates an example scenario.

[0064] FIG. 4 is another view of FIG. 1, according to an example.

[0065] FIG. 5 is a flow chart of an exemplary method according to an example.
[0066] FIG. 6 is a schematic diagram of an exemplary computer system for

implementing examples disclosed herein, according to an example.

DETAILED DESCRIPTION

[0067] The detailed description set forth below provides information and examples of the
disclosed technology with sufficient detail to enable those skilled in the art to practice the
disclosure.

[0068] Examples herein relate to a more efficient update of zones for autonomous
vehicles. In particular the examples herein increase speed and reliability of zone updates to
autonomous vehicles and due to the reliable and quick update of zones of examples herein,
shutdown of production related to the update may be reduced or avoided.

[0069] FIG. 1 illustrates an example system diagram of examples herein.

[0070] In examples herein, an operator 20 may be present. The operator 20 may be a user

who intends to update the set of zones 1.
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[0071] Examples herein may be performed by a computer system 600 and/or a
processing circuitry 602 therein.
[0072] Additionally or alternatively, examples herein may be performed as part of a
distributed system 100, e.g., wherein the computer system 600 is comprised, or preferably
where the distributed system 100 is part of the computer system 600.
[0073] Examples herein relate to updating a set of zones 1 for one or more autonomous
vehicles 5. The set of zones 1 may be stored in a storage medium of the computer system 600
and/or of the distributed system 100 and/or in any other accessible storage medium in any
suitable manner.
[0074] Each zone in the set of zones 1 is indicative of a respective area and indicative of
one or more parameters for the one or more autonomous vehicles 5 to operate in the
respective area. The set of zones 1 is arranged to be updated using the computer system 600
in examples herein.
[0075] The one or more autonomous vehicles 5 may comprise any suitable vehicle, e.g.,
heavy-duty vehicle, truck, car, bus, marine vessel, construction equipment, or any other
suitable vehicle.
[0076] The one or more autonomous vehicles 5 may be autonomous such that they
operate at least partly without input or control by an operator. Typically, each of the one or
more autonomous vehicles 5 may have been configured with a mission or task, such as to
travel to certain destinations, transport certain goods, etc.
[0077] The one or more autonomous vehicles 5 may have been configured with the set of
zones 1 such that the one or more autonomous vehicles 5 are configured to operate in the
respective areas of the set of zones 1 according to the respective parameters for the respective
zone.
[0078] The one or more parameters for the set of zones 1 may relate to any suitable
parameter for operations of the one or more autonomous vehicles 5, such as any one or more
out of:
- aspeed limit for the respective area,
- functional requirements for the respective area, e.g., which functions need to be
activated for the one or more autonomous vehicles 5 to travel therein, such as to
have pedestrian detection enabled or to be configured with a certain brake

configuration, and



20 Aug 2025

2025220719

[S—
S

15

20

25

30

11

- steering angle limit,
- SoC or battery management limits such as only allowing vehicle with above a set
SoC to operate in the respective area, and
- only allowing a vehicle of a specific type and/or with a specific function or
functionality enabled to travel the respective area.

[0079] A number of entities such as, a producing entity 10, a providing entity 11,
and/or a verifying entity 12, may be part of examples herein such as standalone entities or
entities part of the computer system 600 and/or the distributed system 100. The entities 10,
11, 12, may relate to different software modules and/or different control or processing units,
and/or different logical abstraction of processing or performing actions of examples herein.
[0080] In other words, the entities 10, 11, 12 may be used in examples herein to illustrate
a use of separation of abstraction or processing for updating the set of zones 1, but these
entities may or may not be part of the same system 100, 600, in any suitable manner.
[0081] The entities 10, 11, 12 may typically be represented as control or processing units
or software modules, but may in some examples herein, also be represented by a respective
operator(s), respective user interface(s) and/or respective user input(s). In other words, the
entities 10, 11, 12 may be automated entities or in some examples, manually controlled or
partly manually controlled entities.
[0082] In some examples, the processing circuitry 602 is configured to control the
producing entity 10 and/or software associated with the producing entity 10. In some of these
examples, other respective processing circuitry, control unit, or manual actor controls or
partly controls the providing entity 11 and/or the verifying entity 12. In some of these
examples, the operator 20 may partly control both of the providing entity 10 and verifying
entity 12.
[0083] The examples herein relate to that the computer system 600 comprising the
processing circuitry 602 is configured to handle the set of zones 1 arranged for the one or
more autonomous vehicles 5. Each zone in the set of zones 1 is indicative of a respective area
and indicative of one or more parameters for the one or more autonomous vehicles 5 to
operate in the respective area.
[0084] The processing circuitry 602 may be configured to act as, and/or to represent the

producing entity 10 as illustrated in FIG. 1.
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[0085] The processing circuitry 602 is further configured to obtain an indication of the set
of zones 1. The set of zones 1 may be obtained from any suitable storage medium where the
latest valid set of zones are stored.

[0086] The processing circuitry 602 is further configured to obtain an update 2 to the set
of zones 1. The update comprises a change to one or more current zones in the set of zones 1
and/or an insertion of a new zone in the set of zones 1. The update may be provided by the
providing entity 11, which in turn may have obtained the update as input from the operator
20.

[0087] The processing circuitry 602 is further configured to, based on the update and the
indication of the set of zones 1, produce an updated set of zones 3.

[0088] The processing circuitry 602 is further configured to, provide an indication of the
update 2 or the updated set of zones 3 to the verifying entity 12. The verifying entity 12 may
then compare the indicated update or the updated set of zones 12 with the update 2 provided
to the processing circuitry 602, e.g., by an automated comparison or by the user 20 reviewing
the indicated update or the updated set of zones 3 with respect to an intended update by the
user 20.

[0089] The processing circuitry 602 is further configured to, in response to obtaining a
confirmation that the update 2 or the updated set of zones 3 provided to the verifying entity
12 is approved, provide an indication of the update 2 or the updated set of zones 3 to the one
or more autonomous vehicles 5. The confirmation may preferably be provided by the
verifying entity 12, the providing entity 11, or by the operator 20. The operator 20 may
trigger the confirmation to be provided when confirming that the indication of the update 2 or
the updated set of zones 3 corresponds to an intended update by the operator 20. The
confirmation may be obtained as part of a confirmation receiving module 4 of the
producing entity 10 for controlling when and if to provide the updated set of zones, or the
update 2, to the one or more autonomous vehicles 5. The confirmation receiving module 4
may be a logical abstraction and may be part of any software module of examples herein.
[0090] Since the operator 20, or an automatic procedure compares the update with an
intended update it is confirmed that the correct update is provided to the one or more
autonomous vehicles 5. If not confirmed, the update may get corrupted during any of the
steps, e.g., due to a spontaneous bit flip or by malicious attacks or by human errors or any

other reason.
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[0091] In some examples herein, the distributed system 100 comprises one or more
modules, in particular software modules. The one or more modules comprises any one or
more out of: a first software module, a second software module, and a third software module.
[0092] The first software module may be part of the providing entity 11, e.g., as arranged
to be executed by the providing entity 11.

[0093] The second software module may be part of the verifying entity 12, e.g., as
arranged to be executed by the verifying entity 12.

[0094] The third software module may be part of the producing entity 10, e.g., as
arranged to be executed by the producing entity 10. The third software module may be part of
a critical software which may need to be formally verified or authorized when changed and
hence, examples herein may relate to perform supplying and verifying of updates of the set of
zones 1 outside of the third software module such as to speed up the updating procedure.
[0095] The first software module may be configured to provide the update 2 to the set of
zones 1, e.g., to the producing entity 10 and/or the third software module.

[0096] The second software module may be configured to verify the update 2 or the
updated set of zones 3 and/or provide the update 2 or the updated set of zones 3 to an
operator for verification. When the update is not valid, the second software module may be
configured to provide an indication to the operator 20 or the providing entity 11, indicating
that the update 2 is not used to update the set of zones 1.

[0097] The third software module may be configured to determine the validity of the
update 2 to the set of zones 1, e.g., based on a first error-detecting code. The third software
module may be configured to produce an updated set of zones 3, and provide an indication of
the update 2 or the updated set of zones 3 to the verifying entity 12 e.g., accompanied with a
second error-detecting code.

[0098] In these examples, the second software module is configured to receive, as
accompanied by an indication of the update 2 or the updated set of zones 3, the second error-
detecting code, e.g., as provided by the third software module and/or producing entity 10, and
to verify the validity of the indication of the update 2 or the updated set of zone based on the
second error-detecting code.

[0099] In some examples, the second software module is configured to prompt the
operator 20 to confirm that the update 2 or the updated set of zones 3 provided to the
verifying entity 12 is approved.
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[0100] In some examples, the second software module is configured to provide the
confirmation that the update 2 or the updated set of zones 3 provided to the verifying entity
12 is approved to the third software module in response to determining that the update 2 to
the set of zones 1, e.g., as provided by the first software module and/or the providing entity
11, corresponds with the update 2 or the updated set of zones 3, e.g., as provided by the third
software module and/or the producing entity 10.

[0101] In some examples, the third software module is configured to provide the
indication of the update 2 or the updated set of zones 3 to the one or more autonomous
vehicles 5 in response to receiving the confirmation.

[0102] In any of the examples herein, an action as described to be performed by a
software module or entity 10, 11, 12 may comprise triggering a control unit to provide a
signal which performs said action, e.g., to provide information between the entities 10, 11,
12, the operator 20, or to the one or more autonomous vehicles 5.

[0103] In some examples herein, the operator 20, e.g., using the processing circuitry 602,
may provide input of an update to the set of zones 1 through or using the providing entity 11,
the operator 20 may review an update of the set of zones 1 using the verifying entity 12, and
the operator 20 may further provide an update approval of the updated set of zones directly or
indirectly to the producing entity 10.

[0104] FIG. 2 is a flow chart of a computer-implemented method for handling the set of
zones 1 arranged for the one or more autonomous vehicles 5. Each zone in the set of zones 1
is indicative of a respective area and indicative of one or more parameters for the one or more
autonomous vehicles 5 to operate in the respective area.

[0105] As part of performing the method, the one or more autonomous vehicles 5 may be
triggered to stop such that they do not violate any of the parameters to be updated. Other
independent or combinable options that may comprise stopping the site of the vehicles 5, or
that the vehicles 5 operate under a degraded mode such that they may be allowed to operate
with increased readiness to brake or stop.

[0106] The method comprises the following actions, which may be taken in any suitable
order. Dashed boxes in FIG. 2 may indicate optional actions.

[0107] The actions may be performed by the processing circuitry 602 of a computer
system 600 and/or by the computer system 600 as part of the distributed system 100, e.g.,
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where different operations may be performed by the providing entity 11, the producing entity
10, and the verifying entity 12.

[0108] Preferably, below actions may be performed by the processing circuitry 602 as
part of the producing entity 10.

[0109] Action 201

[0110] The method comprises obtaining an indication of the set of zones 1. Obtaining the
indication of the set of zones 1 may comprise obtaining the set of zones 1 from a storage
medium. Obtaining an indication of the set of zones 1 in the example herein may mean to
obtain the set of zones 1 directly or indirectly, by any suitable means and in any suitable
representation.

[0111] The set of zones 1 may alternatively be obtained as part of an update to the set of
zones 1, e.g., as part of action 202 below.

[0112] Action 202

[0113] The method comprises obtaining the update 2 to the set of zones 1. The update 2
may be provided by the providing entity 11 or from the operator 20. The update 2 comprises
a change to one or more current zones in the set of zones 1 and/or an insertion of a new zone
in the set of zones 1. For example, the update 2 may be a change in an area of a zone such as
an expansion of an area, merging of zones, or deletion of a zone. Additionally or
alternatively, the update 2 may be a change in the parameters of the respective areas of the
respective zones, €.g., a change in speed limit for the one or more autonomous vehicles 5
when travelling in the respective area.

[0114] The update 2 may be accompanied by a first error-detecting code. The first error-
detecting code may be a code for determining integrity of the update, i.e., for determining
whether or not the update 2 has changed from as it was intended to be provided, e.g., from the
providing entity 11 and/or the operator 20 to the producing entity 10. The first error-detecting
code may be a CRC code, e.g., of an intended update 2 to the set of zones 1.

[0115] Action 203

[0116] The method may comprise, when the update 2 to the set of zones 1 further is
accompanied by the first error-detecting code, based on the first error-detecting code,

determining a validity of the update 2.
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[0117] For example, if the first error-detecting code does not correspond to a current
content of the update 2, then the update 2 may have been corrupted as provided or due to an
attack, and the update 2 shall be determined to be invalid.

[0118] If the first error-detecting code correspond to a current content of the update 2,
then the update 2 may be determined to be invalid.

[0119] It shall be noted that error-detecting codes cannot detect all errors but if there is an
error, the update 2 may quickly be determined to be invalid.

[0120] Action 204

[0121] The method comprises, based on the update and the indication of the set of zones
1, producing the updated set of zones 3. In some examples, producing the updated set of
zones 3 may be performed in response to determining that the update is valid with respect to
the first error-detecting code.

[0122] Action 205

[0123] The method may comprise, when determining, e.g., as part of action 203, that the
update is not valid with respect to the first error-detecting code, issuing an indication
indicating that the obtained update is not used to update the set of zones 1.

[0124] The updating procedure, can then be restarted, e.g., from action 201, and incorrect
update of the set of zones 1 will not be transmitted to the one or more autonomous vehicles 5.
[0125] Action 206

[0126] The method comprises providing an indication of the update 2 or the updated set
of zones 3 to the verifying entity 12. The verifying entity 12 may be configured to perform
the verification, or at least trigger a verification of the indication of the update 2 or the
updated set of zones 3.

[0127] In some examples, providing the indication of the update 2 or the updated set of
zones 3 to the verifying entity 12 is performed in response to determining that the update is
valid with respect to the first error-detecting code.

[0128] In some examples, providing the indication of the update 2 or the updated set of
zones 3 to the verifying entity 12 is provided accompanied with a second error-detecting
code. The second error-detecting code may be a CRC code of the updated set of zones 3
and/or the update 2. In this way, the verifying entity 12 is provided with means of verifying
the integrity of the update 2 or the updated set of zones 3 as provided to the verifying entity

12. This means that spontaneous bitflips or malicious attacks to change the update will be
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detected when the verifying entity 12 verifies the update 2 or the updated set of zones 3 with
respect to the second error-detecting code.

[0129] Action 207

[0130] The method comprises, obtaining a confirmation that the update 2 or the updated
set of zones 3 provided to the verifying entity 12 is approved. While the indication of the
update 2 or the updated set of zones 3 to the verifying entity 12, the confirmation may be
performed by and/or sent by any suitable entity, e.g., the verifying entity 12 or the providing
entity 11 or the operator 20.

[0131] In other words, the operator 20 may provide the confirmation that the update 2 or
the updated set of zones 3 provided to the verifying entity 12 is approved to the producing
entity 10, e.g., when Action 207 is performed as part of the producing entity 10.

[0132] Action 208

[0133] The method comprises, in response to obtaining the confirmation that the update 2
or the updated set of zones 3 provided to the verifying entity 12 is approved, providing an
indication of the update 2 or the updated set of zones 3 to the one or more autonomous
vehicles 5.

[0134] In other words, the update 2 or the updated set of zones 3 may be stored in a
storage medium, e.g., as a temporary set of zones, and when obtaining the confirmation, the
update 2 or the updated set of zones 3 may then be sent to the one or more autonomous
vehicles 5.

[0135] In response to obtaining the confirmation, the updated set of zones 3 may further
replace the set of zones 1 and may be permanently stored, e.g., if needed to be obtained by
any suitable entity such as new autonomous vehicles or if any of the one or more autonomous
vehicles 5 loses any information relating to the set of zones 1, the update 2, or the updated set
of zones 3.

[0136] Actions 201-208 as part of the distributed system 100

[0137] In some examples, the computer system 600 is a distributed system 100
comprising one or more software modules, e.g., any one or more of the first software module,
the second software module, and the third software module as discussed with reference to
FIG. 1.

[0138] FIG. 3 illustrates an example scenario according to some examples herein.
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[0139] In this example scenario, the operator 20 wishes to update the set of zones 1, e.g.,
by adjusting an area, adjusting parameters for operating the one or more autonomous vehicles
5 in an area, for merging areas of two zones, for deleting a zone, for inserting a zone, or a
combination thereof.

[0140] The update may be performed in the distributed system 100, which has a
connection to all the n autonomous vehicles 5 of a work site to which the set of zones 1 are
located in. The distributed system 100 may comprise a dedicated secure server or cloud
service. The distributed system 100 may be a private system as a part of a private secure work
environment, also referred to as a back office environment.

[0141] In the distributed system 100, there may be two non-safety software’s that are
used for certain parts and the HMI to the operator, e.g., the first software module executed as
part of the providing entity 11 and/or the second software module executing as part of the
verifying entity 12.

[0142] While indicated to be part of different entities, the first software module and the
second software module could run on the same or different computers.

[0143] There is also a safety software which runs in a secure environment, e.g., the third
software module. The secure environment may be the producing entity 10 or an environment
of the producing entity 10.

[0144] In this example scenario, the operator 20 adds 310 safety zones through a user
interface to the first software module and/or providing entity 11. The input may be performed
by placing corners of an area of a zone on a map.

[0145] The input may be used by the first software module and/or providing entity 11 to
generate 311 an intended update for the set of zones 1.

[0146] The input or zones may be converted into any suitable format needed by the third
software module and/or producing entity 10 for further processing.

[0147] This could for example relate to converting a non-convex area of a zone inputted
by the operator 20 into convex zones which may be needed by the third software module
and/or producing entity 10.

[0148] The resulting zone of the intended update and describing parameters may be
packed 312 into a data message and checksums may be added, i.e., by using a CRC code.
This will protect the data so that the receiver can know if there has been a fault in the data

transmission.
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[0149] The third software module and/or the producing entity 10 receives 313 the data
message, i.e., the update 2, and verifies 314 the CRC and if it is not valid it means that an
error has occurred in the data transmission. In that case, the data is thrown away and the
operator is informed by sending a message to the second software module and/or the
verifying entity 12 which will inform 316 the operator that the update is not valid.

[0150] If the CRC of the update 2 is valid, a new CRC is added to a message comprising
the updated set of zones 3, e.g., the new CRC may be added to the packed message, and sent
to the second software module and/or the verifying entity 12. The set of zones 3 is stored in a
local memory 318, e.g., packed as part of the received 313 data message.

[0151] The second software module and/or the verifying entity 12 receives 319 and
verifies 320 the new CRC to detect possible transmission errors. If any of the CRCs are
determined 315 to not be valid the operator is informed 316, e.g., by an alert or message,
and the update is not completed.

[0152] If the new CRC is valid, the updated set of zones are shown 321 to the operator 20
in the user interface. This is typically done by showing the updated set of zones 3 on a map.
[0153] The operator 20 is prompted 322 to confirm that the update 2 is valid in the
context of the set of zones 1, i.e., that the set of zones 3 is the intended update to the set of
zones 1.

[0154] The operator 20 looks at the updated set of zones 3 e.g., using the first or second
software module and determines 323 whether the updated set of zones 3 have been updated
correctly, e.g., by visual comparison of areas and/or parameters. Alternatively an automated
process may instead be used which may compare that the set of zones 1 and the update 2 is
the same as the updated set of zones 3.

[0155] For example, the first software module may have a screen showing the set of
zones 1 and the update 2, and the second software module may have a screen showing the
updated set of zones 3.

[0156] If the updated set of zones 3 are different from the set of zones 1 with the updated
2, there has been an error somewhere in the process and the operator 20 shall take action to
cancel 324 the update. If the zones are the same, the zone transfer has been successful, and
the update shall be approved. In this case, the operator 20 provides a confirmation signal

through a safe HMI to the third software module and/or the producing entity 10.
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[0157] When the update has been confirmed, the third software module and/or the
producing entity 10 collects the updated set of zones 3 from the local memory 318 and
distributes 325 the updated set of zones to all vehicles on site. At this point, the updated set
of zones 3 may replace the set of zones 1.

[0158] Each autonomous vehicle 5 receives the updated set of zones 3 and accordingly
updates the parameters, e.g., describing the low-speed zones. It is now possible to start
operating the system directly without any testing activities. Due to the process, it can be
trusted that the set of zones 1 are correctly updated.

[0159] The process in this example may be designed so that no single error, in particular
the first and second software modules and/or the verifying entity 12 and the providing entity
11 will go undetected. The third software module and/or the producing entity 10 and the one
or more autonomous vehicles 5 may have been rigorously designed and tested and the risk for
errors in these parts are therefore very low. The first and second software modules and/or the
verifying entity 12 and the providing entity 11 non-safety might however contain bugs since
they may not be under the same requirements for testing. However, due to this process, the
update of the set of zones 1 is guaranteed to be correct or not performed at all anyway.

[0160] However, the first software module and/or the providing entity 11 will show what
the operator 20 updated on a screen. If there is an error in the first software module and/or the
providing entity 11, the updated set of zones that are sent will not represent what is shown on
the screen with respect to the first software module and/or the providing entity 11. Therefore,
the screen of the second software module and/or the verifying entity 12 will show different
zones and/or it may be otherwise compared that the set of zones 1 and the update 2 is
different from the updated set of zones and the update can then be canceled.

[0161] The same will happen if the zones are altered in any way or form causing the
intended update to be different from what is shown in the updated set of zones 3..

[0162] Hence, even when errors may be present, since there are two separate independent
entities and/or software modules for handling the providing of the update and verification of
the update, the risk of the first software module and/or the providing entity 11 and the second
software module and/or the verifying entity 12 to perform or be subject to the same error is
regarded as not possible or very unlikely, and therefore, the process can be trusted to
correctly update the set of zones 1.

[0163] FIG. 4 is another view of FIG. 1, according to an example.
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[0164] The computer system 600 comprising the processing circuitry 602 configured to
handle the set of zones 1 arranged for the one or more autonomous vehicles 5 is provided.
Each zone in the set of zones 1 is indicative of a respective area and indicative of one or more
parameters for the one or more autonomous vehicles 5 to operate in the respective area.
[0165] The processing circuitry 602 is further configured to obtain an indication of the set
of zones 1.

[0166] The processing circuitry 602 is further configured to obtain the update 2 to the set
of zones 1. The update comprises a change to one or more current zones in the set of zones 1
and/or an insertion of a new zone in the set of zones 1.

[0167] The processing circuitry 602 is further configured to, based on the update and the
indication of the set of zones 1, produce the updated set of zones 3.

[0168] The processing circuitry 602 is further configured to, provide an indication of the
update 2 or the updated set of zones 3 to the verifying entity 12.

[0169] The processing circuitry 602 is further configured to, in response to obtaining a
confirmation that the update 2 or the updated set of zones 3 provided to the verifying entity
12 is approved, provide an indication of the update 2 or the updated set of zones 3 to the one
or more autonomous vehicles 5.

[0170] FIG. 5 is a flow chart of an example computer-implemented method for handling
the set of zones 1 arranged for the one or more autonomous vehicles 5 according to an
example. Each zone in the set of zones 1 is indicative of a respective area and indicative of
one or more parameters for the one or more autonomous vehicles 5 to operate in the
respective area. The method comprises the following actions which may be combined with
any of the above or below examples in any suitable manner.

[0171] Action 501

[0172] The method comprises, by processing circuitry 602 of a computer system 600,
obtaining an indication of the set of zones 1.

[0173] Action 502

[0174] The method comprises, by the processing circuitry 602, obtaining an update 2 to
the set of zones 1. The update comprises a change to one or more current zones in the set of
zones 1 and/or an insertion of a new zone in the set of zones 1.

[0175] Action 503
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[0176] The method comprises, by the processing circuitry 602, based on the update and
the indication of the set of zones 1, producing an updated set of zones 3.

[0177] Action 504

[0178] The method comprises, by the processing circuitry 602, providing an indication of
the update 2 or the updated set of zones 3 to a verifying entity 12.

[0179] Action 505

[0180] The method comprises, by the processing circuitry 602, obtaining a confirmation
that the update 2 or the updated set of zones 3 provided to the verifying entity 12 is approved.
[0181] Action 506

[0182] The method comprises, by the processing circuitry 602, in response to obtaining
the confirmation that the update 2 or the updated set of zones 3 provided to the verifying
entity 12 is approved, providing an indication of the update 2 or the updated set of zones 3 to
the one or more autonomous vehicles 5.

[0183] FIG. 6 is a schematic diagram of a computer system 600 for implementing
examples disclosed herein. The computer system 600 is adapted to execute instructions from
a computer-readable medium to perform these and/or any of the functions or processing
described herein. The computer system 600 may be connected (e.g., networked) to other
machines in a LAN (Local Area Network), LIN (Local Interconnect Network), automotive
network communication protocol (e.g., FlexRay), an intranet, an extranet, or the Internet.
While only a single device is illustrated, the computer system 600 may include any collection
of devices that individually or jointly execute a set (or multiple sets) of instructions to
perform any one or more of the methodologies discussed herein. Accordingly, any reference
in the disclosure and/or claims to a computer system, computing system, computer device,
computing device, control system, control unit, electronic control unit (ECU), processor
device, processing circuitry, etc., includes reference to one or more such devices to
individually or jointly execute a set (or multiple sets) of instructions to perform any one or
more of the methodologies discussed herein. For example, control system may include a
single control unit or a plurality of control units connected or otherwise communicatively
coupled to each other, such that any performed function may be distributed between the
control units as desired. Further, such devices may communicate with each other or other
devices by various system architectures, such as directly or via a Controller Area Network

(CAN) bus, etc.
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[0184] The computer system 600 may comprise at least one computing device or
electronic device capable of including firmware, hardware, and/or executing software
instructions to implement the functionality described herein. The computer system 600 may
include processing circuitry 602 (e.g., processing circuitry including one or more processor
devices or control units), a memory 604, and a system bus 606. The computer system 600
may include at least one computing device having the processing circuitry 602. The system
bus 606 provides an interface for system components including, but not limited to, the
memory 604 and the processing circuitry 602. The processing circuitry 602 may include any
number of hardware components for conducting data or signal processing or for executing
computer code stored in memory 604. The processing circuitry 602 may, for example,
include a general-purpose processor, an application specific processor, a Digital Signal
Processor (DSP), an Application Specific Integrated Circuit (ASIC), a Field Programmable
Gate Array (FPGA), a circuit containing processing components, a group of distributed
processing components, a group of distributed computers configured for processing, or other
programmable logic device, discrete gate or transistor logic, discrete hardware components,
or any combination thereof designed to perform the functions described herein. The
processing circuitry 602 may further include computer executable code that controls
operation of the programmable device.

[0185] The system bus 606 may be any of several types of bus structures that may further
interconnect to a memory bus (with or without a memory controller), a peripheral bus, and/or
a local bus using any of a variety of bus architectures. The memory 604 may be one or more
devices for storing data and/or computer code for completing or facilitating methods
described herein. The memory 604 may include database components, object code
components, script components, or other types of information structure for supporting the
various activities herein. Any distributed or local memory device may be utilized with the
systems and methods of this description. The memory 604 may be communicably connected
to the processing circuitry 602 (e.g., via a circuit or any other wired, wireless, or network
connection) and may include computer code for executing one or more processes described
herein. The memory 604 may include non-volatile memory 608 (e.g., read-only memory
(ROM), erasable programmable read-only memory (EPROM), electrically erasable
programmable read-only memory (EEPROM), etc.), and volatile memory 610 (e.g., random-

access memory (RAM)), or any other medium which can be used to carry or store desired
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program code in the form of machine-executable instructions or data structures and which
can be accessed by a computer or other machine with processing circuitry 602. A basic
input/output system (BIOS) 612 may be stored in the non-volatile memory 608 and can
include the basic routines that help to transfer information between elements within the
computer system 600.

[0186] The computer system 600 may further include or be coupled to a non-transitory
computer-readable storage medium such as the storage device 614, which may comprise, for
example, an internal or external hard disk drive (HDD) (e.g., enhanced integrated drive
electronics (EIDE) or serial advanced technology attachment (SATA)), HDD (e.g., EIDE or
SATA) for storage, flash memory, or the like. The storage device 614 and other drives
associated with computer-readable media and computer-usable media may provide non-
volatile storage of data, data structures, computer-executable instructions, and the like.
[0187] Computer-code which is hard or soft coded may be provided in the form of one or
more modules. The module(s) can be implemented as software and/or hard-coded in circuitry
to implement the functionality described herein in whole or in part. The modules may be
stored in the storage device 614 and/or in the volatile memory 610, which may include an
operating system 616 and/or one or more program modules 618. All or a portion of the
examples disclosed herein may be implemented as a computer program 620 stored on a
transitory or non-transitory computer-usable or computer-readable storage medium (e.g.,
single medium or multiple media), such as the storage device 614, which includes complex
programming instructions (e.g., complex computer-readable program code) to cause the
processing circuitry 602 to carry out actions described herein. Thus, the computer-readable
program code of the computer program 620 can comprise software instructions for
implementing the functionality of the examples described herein when executed by the
processing circuitry 602. In some examples, the storage device 614 may be a computer
program product (e.g., readable storage medium) storing the computer program 620 thereon,
where at least a portion of a computer program 620 may be loadable (e.g., into a processor)
for implementing the functionality of the examples described herein when executed by the
processing circuitry 602. The processing circuitry 602 may serve as a controller or control
system for the computer system 600 that is to implement the functionality described herein.
[0188] The computer system 600 may include an input device interface 622 configured to

receive input and selections to be communicated to the computer system 600 when executing
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instructions, such as from a keyboard, mouse, touch-sensitive surface, etc. Such input devices
may be connected to the processing circuitry 602 through the input device

interface 622 coupled to the system bus 606 but can be connected through other interfaces,
such as a parallel port, an Institute of Electrical and Electronic Engineers (IEEE) 1394 serial
port, a Universal Serial Bus (USB) port, an IR interface, and the like. The computer system
600 may include an output device interface 624 configured to forward output, such as to a
display, a video display unit (e.g., a liquid crystal display (LCD) or a cathode ray tube
(CRT)). The computer system 600 may include a communications interface 626 suitable for
communicating with a network as appropriate or desired.

[0189] The operational actions described in any of the exemplary aspects herein are
described to provide examples and discussion. The actions may be performed by hardware
components, may be embodied in machine-executable instructions to cause a processor to
perform the actions, or may be performed by a combination of hardware and software.
Although a specific order of method actions may be shown or described, the order of the
actions may differ. In addition, two or more actions may be performed concurrently or with
partial concurrence.

[0190] Below follows a list of Examples 1-20 which may be combined with the above
examples or the subject matter of the attached claims in any suitable manner.

Example 1. A computer system 600 comprising processing circuitry 602
configured to handle a set of zones 1 arranged for one or more autonomous vehicles 5,
wherein each zone in the set of zones 1 is indicative of a respective area and
indicative of one or more parameters for the one or more autonomous vehicles 5 to
operate in the respective area, and wherein the processing circuitry 602 is further
configured to:

- obtain an indication of the set of zones 1,

- obtain an update 2 to the set of zones 1, the update comprising a change to one or
more current zones in the set of zones 1 and/or an insertion of a new zone in the
set of zones 1,

- based on the update and the indication of the set of zones 1, produce an updated
set of zones 3,

- provide an indication of the update 2 or the updated set of zones 3 to a verifying

entity 12, and
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- inresponse to obtaining a confirmation that the update 2 or the updated set of
zones 3 provided to the verifying entity 12 is approved, provide an indication of
the update 2 or the updated set of zones 3 to the one or more autonomous vehicles

3.

Example 2. The computer system 600 of Example 1, wherein the update 2 to the
set of zones 1 further is accompanied by a first error-detecting code, and wherein the
processing circuitry 602 is further configured to:

- based on the first error-detecting code, determine a validity of the update, and
wherein producing the updated set of zones 3 is performed in response to

determining that the update is valid with respect to the first error-detecting code.

Example 3. The computer system 600 of Example 2, wherein the first error-
detecting code is a Cyclic Redundancy Check, CRC, code, of an intended update 2 to

the set of zones 1.

Example 4. The computer system 600 of Example 2 or 3, wherein the processing
circuitry 602 is further configured to:
- when determining that the update is not valid with respect to the first error-detecting
code, issue an indication indicating that the obtained update is not used to update the

set of zones 1.

Example 5. The computer system 600 of any of Examples 2-4, wherein the
processing circuitry 602 is further configured to:
- when determining that the update is valid with respect to the first error-detecting
code, provide the indication of the update 2 or the updated set of zones 3 to the

verifying entity 12 accompanied with a second error-detecting code.

Example 6. The computer system 600 of Example 5, wherein the second error-
detecting code is a Cyclic Redundancy Check, CRC, code, of the update 2 or the

updated set of zones 3.
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Example 7. The computer system 600 of any of Examples 1-6, wherein the

computer system 600 is a distributed system 100 comprising one or more modules,

and wherein the one or more modules comprises any one or more out of:

- A first software module, configured to provide the update 2 to the set of zones 1,

- A second software module, configured to verify the update 2 or the updated set of
zones 3 and/or provide the update 2 or the updated set of zones 3 to an operator
for verification, and/or when the update is not valid, configured to provide an
indication to the operator or an providing entity 11 indicating that the update is not
used to update the set of zones 1,

- A third software module configured to: determine the validity of the update 2 to
the set of zones 1 based on a first error-detecting code, produce an updated set of
zones 3, and provide an indication of the update 2 or the updated set of zones 3 to

a verifying entity 12 accompanied with a second error-detecting code.

Example 8. The computer system 600 of Example 7, wherein the second software

module is configured to receive, as accompanied by an indication of the update 2 or
the updated set of zones 3, a second error-detecting code, and to verify the validity of
the indication of the update 2 or the updated set of zone based on the second error-

detecting code.

Example 9. The computer system 600 of any of Example 7 or 8, wherein the

second software module is configured to prompt an operator to confirm that the
update 2 or the updated set of zones 3 provided to the verifying entity 12 is approved
and/or provide the confirmation that the update 2 or the updated set of zones 3
provided to the verifying entity 12 is approved to the third software module in
response to determining that the update 2 to the set of zones 1 as provided by the first
software module corresponds with the update 2 or the updated set of zones 3 as
provided by the third software module; and

wherein the third software module is configured to, provide the indication of the
update 2 or the updated set of zones 3 to the one or more autonomous vehicles 5 in

response to receiving the confirmation.
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Example 10. An autonomous vehicle 5 configured to operate based on a set of zones

1, wherein each zone in the set of zones 1 is indicative of a respective area and

indicative of one or more parameters for the autonomous vehicle to operate in the

respective area, and wherein the set of zones 1 is arranged to be updated using a

computer system 600 according to any of Examples 1-9.

Example 11. A computer-implemented method for handling a set of zones 1

arranged for one or more autonomous vehicles 5, wherein each zone in the set of

zones 1 is indicative of a respective area and indicative of one or more parameters for

the one or more autonomous vehicles 5 to operate in the respective area, the method

comprising:

by processing circuitry 602 of a computer system 600, obtaining 201, 501 an
indication of the set of zones 1,

by the processing circuitry 602, obtaining 202, 502 an update 2 to the set of zones
1, the update comprising a change to one or more current zones in the set of zones
1 and/or an insertion of a new zone in the set of zones 1,

by the processing circuitry 602, based on the update and the indication of the set
of zones 1, producing 204, 503 an updated set of zones 3,

by the processing circuitry 602, providing 206, 504 an indication of the update 2
or the updated set of zones 3 to a verifying entity 12, and

by the processing circuitry 602, in response to obtaining 207, 505 a confirmation
that the update 2 or the updated set of zones 3 provided to the verifying entity 12
is approved, providing 208, 506 an indication of the update 2 or the updated set of

zones 3 to the one or more autonomous vehicles 5.

Example 12. The method of Example 11, wherein the update 2 to the set of zones 1

further is accompanied by a first error-detecting code, and wherein the method

comprises:

by the processing circuitry 602, based on the first error-detecting code, determining
203 a validity of the update, and wherein producing204 the updated set of zones 3
is performed in response to determining 203 that the update is valid with respect to

the first error-detecting code.
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Example 13. The method of Example 12, wherein the first error-detecting code is a

Cyclic Redundancy Check, CRC, code, of an intended update 2 to the set of zones 1.

Example 14. The method of any of Examples 12-13, wherein the method further
comprises:
- when determining 203 that the update is not valid with respect to the first error-
detecting code, issuing 205 an indication indicating that the obtained update is not

used to update the set of zones 1.

Example 15. The method of any of Examples 12-14, further comprising:
- when determining203 that the update is valid with respect to the first error-detecting
code, providing 206 the indication of the update 2 or the updated set of zones 3 to the

verifying entity 12 accompanied with a second error-detecting code.

Example 16. The method of Example 15, wherein the second error-detecting code is
a Cyclic Redundancy Check, CRC, code, of the update 2 or the updated set of zones
3.

Example 17. The method of any of Examples 11-16, wherein the computer system
600 is a distributed system 100 comprising one or more modules, and wherein the one
or more modules comprises any one or more out of:

- A first software module, configured to provide the update 2 to the set of zones 1,

- A second software module, configured to verify the update 2 or the updated set of
zones 3 and/or provide the update 2 or the updated set of zones 3 to an operator
for verification, and/or when the update is not valid, configured to provide an
indication to the operator or an providing entity 11 indicating that the update is not
used to update the set of zones 1,

- A third software module configured to: determine the validity of the update 2 to
the set of zones 1 based on a first error-detecting code, produce an updated set of
zones 3, and provide an indication of the update 2 or the updated set of zones 3 to

a verifying entity 12 accompanied with a second error-detecting code.
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Example 18. The method of Example 17, wherein the second software module is
configured to receive, as accompanied by an indication of the update 2 or the updated
set of zones 3, a second error-detecting code, and to verify the validity of the
indication of the update 2 or the updated set of zone based on the second error-

detecting code.

Example 19. A computer program product comprising program code for
performing, when executed by the processing circuitry 602, the method of any of

Examples 11-18.

Example 20. A non-transitory computer-readable storage medium comprising
instructions, which when executed by the processing circuitry 602, cause the
processing circuitry 602 to perform the method of any of Examples 11-18.

[0191] The terminology used herein is for the purpose of describing particular aspects
only and is not intended to be limiting of the disclosure. As used herein, the singular forms
"a," "an," and "the" are intended to include the plural forms as well, unless the context clearly
indicates otherwise. As used herein, the term "and/or" includes any and all combinations of

one or more of the associated listed items. It will be further understood that the terms

nn " on;

"comprises," "comprising," "includes," and/or "including" when used herein specify the
presence of stated features, integers, actions, steps, operations, elements, and/or components,
but do not preclude the presence or addition of one or more other features, integers, actions,
steps, operations, elements, components, and/or groups thereof.

[0192] It will be understood that, although the terms first, second, etc., may be used
herein to describe various elements, these elements should not be limited by these terms.
These terms are only used to distinguish one element from another. For example, a first
element could be termed a second element, and, similarly, a second element could be termed
a first element without departing from the scope of the present disclosure.

[0193] Relative terms such as "below" or "above" or "upper" or "lower" or "horizontal"
or "vertical" may be used herein to describe a relationship of one element to another element

as illustrated in the Figures. It will be understood that these terms and those discussed above

are intended to encompass different orientations of the device in addition to the orientation
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depicted in the Figures. It will be understood that when an element is referred to as being
"connected" or "coupled" to another element, it can be directly connected or coupled to the
other element, or intervening elements may be present. In contrast, when an element is
referred to as being "directly connected" or "directly coupled" to another element, there are
no intervening elements present.

[0194] Unless otherwise defined, all terms (including technical and scientific terms) used
herein have the same meaning as commonly understood by one of ordinary skill in the art to
which this disclosure belongs. It will be further understood that terms used herein should be
interpreted as having a meaning consistent with their meaning in the context of this
specification and the relevant art and will not be interpreted in an idealized or overly formal
sense unless expressly so defined herein.

[0195] It is to be understood that the present disclosure is not limited to the aspects
described above and illustrated in the drawings; rather, the skilled person will recognize that
many changes and modifications may be made within the scope of the present disclosure and
appended claims. In the drawings and specification, there have been disclosed aspects for
purposes of illustration only and not for purposes of limitation, the scope of the disclosure

being set forth in the following claims.
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What is claimed is:

1.

A computer system (600) comprising processing circuitry (602) configured to handle

a set of zones (1) arranged for one or more autonomous vehicles (5), wherein each

zone in the set of zones (1) is indicative of a respective area and indicative of one or

more parameters for the one or more autonomous vehicles (5) to operate in the

respective area, and wherein the processing circuitry (602) is further configured to:

- obtain an indication of the set of zones (1),

- obtain an update (2) to the set of zones (1), the update comprising a change to one
or more current zones in the set of zones (1) and/or an insertion of a new zone in
the set of zones (1),

- based on the update and the indication of the set of zones (1), produce an updated
set of zones (3),

- provide an indication of the update (2) or the updated set of zones (3) to a
verifying entity (12), and

- inresponse to obtaining a confirmation that the update (2) or the updated set of
zones (3) provided to the verifying entity (12) is approved, provide an indication
of the update (2) or the updated set of zones (3) to the one or more autonomous

vehicles (5).

The computer system (600) of claim 1, wherein the update (2) to the set of zones (1)

further is accompanied by a first error-detecting code, and wherein the processing

circuitry (602) is further configured to:

- based on the first error-detecting code, determine a validity of the update, and
wherein producing the updated set of zones (3) is performed in response to

determining that the update is valid with respect to the first error-detecting code.

The computer system (600) of claim 2, wherein the first error-detecting code is a

Cyclic Redundancy Check, CRC, code, of an intended update (2) to the set of zones
(D).
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The computer system (600) of claim 2 or 3, wherein the processing circuitry (602) is
further configured to:

- when determining that the update is not valid with respect to the first error-detecting
code, issue an indication indicating that the obtained update is not used to update the

set of zones (1).

The computer system (600) of any of claims 2-4, wherein the processing circuitry
(602) is further configured to:

- when determining that the update is valid with respect to the first error-detecting
code, provide the indication of the update (2) or the updated set of zones (3) to the

verifying entity (12) accompanied with a second error-detecting code.

The computer system (600) of claim 5, wherein the second error-detecting code is a

Cyclic Redundancy Check, CRC, code, of the update (2) or the updated set of zones
3).

The computer system (600) of any of claims 1-6, wherein the computer system (600)
is a distributed system (100) comprising one or more modules, and wherein the one or

more modules comprises any one or more out of:

a first software module, configured to provide the update (2) to the set of zones

(1),

- asecond software module, configured to verify the update (2) or the updated set
of zones (3) and/or provide the update (2) or the updated set of zones (3) to an
operator for verification, and/or when the update is not valid, configured to
provide an indication to the operator or an providing entity (11) indicating that the
update is not used to update the set of zones (1),

- athird software module configured to: determine the validity of the update (2) to

the set of zones (1) based on a first error-detecting code, produce an updated set of

zones (3), and provide an indication of the update (2) or the updated set of zones

(3) to a verifying entity (12) accompanied with a second error-detecting code.
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The computer system (600) of claim 7, wherein the second software module is
configured to receive, as accompanied by an indication of the update (2) or the
updated set of zones (3), a second error-detecting code, and to verify the validity of
the indication of the update (2) or the updated set of zone based on the second error-

detecting code.

The computer system (600) of any of claim 7 or 8, wherein the second software
module is configured to prompt an operator to confirm that the update (2) or the
updated set of zones (3) provided to the verifying entity (12) is approved and/or
provide the confirmation that the update (2) or the updated set of zones (3) provided
to the verifying entity (12) is approved to the third software module in response to
determining that the update (2) to the set of zones (1) as provided by the first software
module corresponds with the update (2) or the updated set of zones (3) as provided by
the third software module; and

wherein the third software module is configured to, provide the indication of
the update (2) or the updated set of zones (3) to the one or more autonomous vehicles

(5) in response to receiving the confirmation.

An autonomous vehicle (5) configured to operate based on a set of zones (1), wherein
each zone in the set of zones (1) is indicative of a respective area and indicative of
one or more parameters for the autonomous vehicle to operate in the respective area,
and wherein the set of zones (1) is arranged to be updated using a computer system

(600) according to any of claims 1-9.

A computer-implemented method for handling a set of zones (1) arranged for one or
more autonomous vehicles (5), wherein each zone in the set of zones (1) is indicative
of a respective area and indicative of one or more parameters for the one or more
autonomous vehicles (5) to operate in the respective area, the method comprising:

- by processing circuitry (602) of a computer system (600), obtaining (201, 501) an

indication of the set of zones (1),
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by the processing circuitry (602), obtaining (202, 502) an update (2) to the set of
zones (1), the update comprising a change to one or more current zones in the set
of zones (1) and/or an insertion of a new zone in the set of zones (1),

by the processing circuitry (602), based on the update and the indication of the set
of zones (1), producing (204, 503) an updated set of zones (3),

by the processing circuitry (602), providing (206, 504) an indication of the update
(2) or the updated set of zones (3) to a verifying entity (12), and

by the processing circuitry (602), in response to obtaining (207, 505) a
confirmation that the update (2) or the updated set of zones (3) provided to the
verifying entity (12) is approved, providing (208, 506) an indication of the update

(2) or the updated set of zones (3) to the one or more autonomous vehicles (5).

The method of claim 11, wherein the update (2) to the set of zones (1) further is

accompanied by a first error-detecting code, and wherein the method comprises:

by the processing circuitry (602), based on the first error-detecting code,
determining (203) a validity of the update, and wherein producing(204) the updated
set of zones (3) is performed in response to determining (203) that the update is
valid with respect to the first error-detecting code and optionally wherein the first
error-detecting code is a Cyclic Redundancy Check, CRC, code, of an intended
update (2) to the set of zones (1).

The method of any of claims 11-12, wherein the method further comprises any of:

- when determining (203) that the update is not valid with respect to the first error-

detecting code, issuing (205) an indication indicating that the obtained update is not

used to update the set of zones (1), and

- when determining(203) that the update is valid with respect to the first error-

detecting code, providing (206) the indication of the update (2) or the updated set of

zones (3) to the verifying entity (12) accompanied with a second error-detecting code,

preferably wherein the second error-detecting code is a CRC code, of the update (2)

or the updated set of zones (3).
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14. A computer program product comprising program code for performing, when

executed by the processing circuitry (602), the method of any of claims 11-13.

15. A non-transitory computer-readable storage medium comprising instructions, which
when executed by the processing circuitry (602), cause the processing circuitry (602)

to perform the method of any of claims 11-13.
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