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ABSTRACT 

Various implementations implement a standby directory service. For example, an 

example process may include obtaining user data associated with an activity of a user via 

a sensor in a physical environment. The process may further include, at a device including 

one or more processors, determining that an interruption event has occurred at a host 

directory service, wherein the device and the host directory service are communicatively 

coupled via a first network protocol associated with a first network, and in response to 

determining that the interruption event has occurred at the host directory service, 

implementing a standby directory service, wherein the standby directory service is 

generated and updated via a second network protocol that is different than the first 

network protocol.  
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SYSTEMS AND METHODS FOR DIRECTORY SERVICE BACKUP AND RECOVERY  

RELATED APPLICATIONS 

[0001A] This patent application is a divisional application of Australian Patent Application No. 

2023228872, filed 2 March 2023, which is incorporated herein by this reference in its 

entirety.     

[0001] This patent application claims the benefit of U.S. Provisional Application No. 

63/315,748 filed on March 2, 2022, entitled “SYSTEMS AND METHODS FOR INSTANT 

DIRECTORY SERVICE RECOVERY AFTER A RANSOMWARE OR OTHER 

CATASTROPHIC OUTAGE,” which is incorporated herein by this reference in its entirety.  

TECHNICAL FIELD 

[0002] The present invention generally relates to computers and computer software, and 

more specifically, to methods, systems, and computer program products for implementing 

standby directory services. 

BACKGROUND 

[0003] A directory service is the most widely adopted method used by business 

organizations to authenticate user credentials (e.g., verify usernames and passwords) and 

authorize user access to critical business resources (e.g., electronic documents, 

communication and email systems, databases, applications, devices, physical access, etc.). In 

a modern business environment, access to such critical business resources is integral to 

conducting business operations, and an outage, such as a malware attack, of the directory 

service may cause business operations to grind to a halt until the directory service may be 

restored or an alternative directory service may be activated (e.g., directory recovery). Business 

outages caused by directory service outages almost certainly incur a heavy price in terms of 

lost sales, reputation, embarrassment, and lost business opportunities.  

[0004] Because of the financial impact a directory services outage causes, directory 

services have become a favorite target for ransomware attackers for the purpose of extortion or 

attacks aimed at simply destroying the directory service itself. Less often, but still possible, 

directory service outages may also be caused by data corruption or mistakes made by directory 

service administrators.  

[0005] The cost of a directory service outage may be determined by the duration of the 

associated business outage and costs needed to restore authentication and authorization 

service to users. Minimizing the time taken to restore directory services therefore minimizes the 

associated costs of an outage. 

SYSTEMS AND METHODS FOR DIRECTORY SERVICE BACKUP AND RECOVERY

RELATED APPLICATIONS

DIRECTORY SERVICE RECOVERY AFTER A RANSOMWARE OR OTHER

TECHNICAL FIELD

BACKGROUND

service administrators.
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[0006] The time it takes from a directory outage to the time the directory is recovered and 

again allow the organization to resume business operations determines the cost the 

organization incurs for lost business activity. Hence the faster the directory may be recovered 

the lower the cost of such an outage to the organization. Ideally, an easy to create, isolated 

standby directory service would be available so in the event of an outage of the current 

directory service, user access requests could instantly be re-directed to the standby directory 

service. 

[0007] One popular approach to directory recovery is to use a backup and recovery 

software program to backup each directory server, or specific data or files from each directory 

server that may then be later recovered to a different sever that will serve as replacement for 

the directory server being recovered. These programs work well, however, they require a 

complex orchestration of recovery steps including manual creation of servers, virtual servers, 

network settings by an administrator(s) of the software so that each directory server that is 

backed-up may be recovered. Another drawback to traditional backup and recovery software 

programs is that it is unknown if a recovery will be successful until the recovery is actually 

attempted.  

SUMMARY 

[0007a] It is an object of the present invention to substantially overcome, or at least 

ameliorate, one or more of the disadvantages of present arrangements. 

[0008] Various implementations disclosed herein include devices, systems, and methods 

that create and/or update standby directory services on an isolated network from an existing 

active directory service for the purpose of minimizing the recovery time, complexity, and cost 

of recovery after an outage of the active directory service. 

[0009] In general, one innovative aspect of the subject matter described in this specification 

may be embodied in methods that include the actions of, at a directory service backup device 

including one or more processors, receiving, from a client device, a backup request for a host 

directory service, wherein the client device, the host directory service, and the directory 

service backup device are communicatively coupled via a first network protocol associated 

with a first network. The actions may further include providing, for display at the client device, 

a directory service backup user interface that includes a plurality of backup and recovery 

options that are selectable by a user. The actions may further include determining backup and 

recovery instructions associated with the host directory service based on the plurality of 

backup and recovery options selected by the user. The actions may further include 

determining setup instructions for a configuration of a standby directory service based on the 

determined backup and recovery instructions. The actions may further include generating, 

based on the setup instructions, 

2

20
26

20
21

88
   

   
20

 M
ar

 2
02

6

2
0
 
M
a
r
 
2
0
2
6

2
0
2
6
2
0
2
1
8
8

2



[0010] These and other embodiments may each optionally include one or more of

the following features.

In some embodiments of the invention, the actions may further include

detecting an interruption event at the host directory service, and in response to detecting

[0012] In some embodiments of the invention, determining that the interruption

[0013] In some embodiments of the invention, the actions may further include, in

response to implementing the standby directory service for the host directory service,

event process. In some embodiments of the invention, implementing the standby directory

service for the host directory service includes recovering directory data and the metadata

corresponding to network infrastructure based on the determined backup and recovery

instructions.

[0015] In some embodiments of the invention, the second network includes an

[0017] In some embodiments of the invention, the setup instructions for initiating

the standby directory service are configured to automatically modify network settings

3
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associated with the host directory service to use the standby directory service in place of

the host directory service.

embodiments of the invention, the backup request for the host directory service is

automatically initiated based on detected changes of objects associated with the host

directory service.

[0019] In some embodiments of the invention, the standby directory service

infrastructure elements, wherein the corresponding network infrastructure elements

includes at least one of network switches, storages, and firewalls.

[0020] In some embodiments of the invention, the actions may further include

determining that a portion of directory service data was removed for a particular account,

service based on the identified portion of directory service data.

[0021] In general, one innovative aspect of the subject matter described in this

specification may be embodied in methods that include the actions of, at a device

occurred at the host directory service, implementing a standby directory service, wherein

is different than the first network protocol.

[0022] In some embodiments of the invention, the actions may further include, in

response to implementing the standby directory service for the host directory service,

iteratively performing a standby event process for a restored network environment

associated with the standby directory service.

[0023] In some embodiments of the invention, the standby event process includes

at least one of installing additional backup and recovery software, performing a potential

sending a notification to a client device.
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service.

[0025] In some embodiments of the invention, determining that the interruption

schema occurred at the host directory service, determining a number of irreversible

changes of objects at the host directory service exceeded a threshold, or determining that

a natural disaster occurred at a location of the host directory service.

[0026] In some embodiments of the invention, the host directory service includes a

set of domain controllers and metadata corresponding to network infrastructure and

additional services associated with the host directory service.

[0027] In some embodiments of the invention, implementing the standby directory

service for the host directory service includes recovering directory data and the metadata

corresponding to each domain controller based on determined backup and recovery

instructions.

isolated recovery environment that is separated from the first network.

automatically updated based on a schedule selected from a plurality of backup and

recovery options at a client device.

[0030] In some embodiments of the invention, setup instructions for initiating the

standby directory service are configured to automatically modify network settings

the host directory service.

[0031] In some embodiments of the invention, the standby directory service

[0032] In accordance with some implementations, a device includes one or more

one or more processors and the one or more programs include instructions for performing
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implementations, a non-transitory computer readable storage medium has stored therein 

instructions, which, when executed by one or more processors of a device, cause the one or 

more processors to perform or cause performance of any of the methods described herein. In 

accordance with some implementations, a device includes: one or more processors, a non-

transitory memory, and means for performing or causing performance of any of the methods 

described herein. 

[0032a] According to an aspect of the present disclosure, there is provided a computer-

implemented method comprising: at a directory service backup device comprising one or more 

processors: receiving, from a client device, a backup request for a host directory service, 

wherein the client device, the host directory service, and the directory service backup device 

are communicatively coupled via a first network protocol associated with a first network; 

providing, for display at the client device, a directory service backup user interface that 

comprises a plurality of backup and recovery options that are selectable by a user; determining 

backup and recovery instructions associated with the host directory service based on the 

plurality of backup and recovery options selected by the user; determining setup instructions for 

a configuration of a standby directory service within an isolated virtual machine environment, 

based on the determined backup and recovery instructions, wherein the standby directory 

service comprises a virtual machine or a set of virtual machines and corresponding network 

infrastructure elements associated with the isolated virtual machine environment; and iteratively 

generating, based on the setup instructions, the standby directory service within the isolated 

virtual machine environment via a second network protocol associated with a second network 

that is different than and isolated from the first network protocol, wherein each iteration of 

generating the standby directory service replaces a previous iteration of the standby directory 

service. 

[0032b] According to another aspect of the present disclosure, there is provided a computer-

implemented method comprising: at a backup device comprising one or more processors:  

receiving, from a client device, a backup request for a host directory service, wherein the client 

device, the host directory service, and the backup device are communicatively coupled via a 

first network protocol associated with a first network; determining backup and recovery 

instructions associated with the host directory service, the backup and recovery instructions 

comprising at least one cloud storage location and at least one cloud-based recovery site; 

generating, based on the backup and recovery instructions, a backup of the host directory 

service;  storing the backup in the cloud storage location associated with a cloud service 

provider network; configuring a standby directory service within a cloud-based virtual machine 

environment, wherein the standby directory service comprises at least one virtual machine and 

corresponding network infrastructure elements provisioned in the cloud service provider 
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network; and in response to detecting an interruption event at the host directory service, 

automatically initiating failover to the standby directory service in the cloud-based virtual 

machine environment. 

[0032c] According to another aspect of the present disclosure, there is provided a 

backup device comprising: a non-transitory computer-readable storage medium; and one or 

more processors coupled to the non-transitory computer-readable storage medium, wherein the 

non-transitory computer-readable storage medium comprises program instructions that, when 

executed on the one or more processors, cause the one or more processors to perform 

operations comprising: receiving, from a client device, a backup request for a host directory 

service, wherein the client device, the host directory service, and the backup device are 

communicatively coupled via a first network protocol associated with a first network; 

determining backup and recovery instructions associated with the host directory service, the 

backup and recovery instructions comprising at least one cloud storage location and at least 

one cloud-based recovery site; generating, based on the backup and recovery instructions, a 

backup of the host directory service; storing the backup in the cloud storage location associated 

with a cloud service provider network; configuring a standby directory service within a cloud-

based virtual machine environment, wherein the standby directory service comprises at least 

one virtual machine and corresponding network infrastructure elements provisioned in the cloud 

service provider network; and in response to detecting an interruption event at the host 

directory service, automatically initiating failover to the standby directory service in the cloud-

based virtual machine environment. 

[0032d] According to another aspect of the present disclosure, there is provided a non-

transitory computer-readable storage medium, storing program instructions executable on a 

backup device including one or more processors to perform operations comprising: receiving, 

from a client device, a backup request for a host directory service, wherein the client device, 

the host directory service, and the backup device are communicatively coupled via a first 

network protocol associated with a first network; determining backup and recovery instructions 

associated with the host directory service, the backup and recovery instructions comprising at 

least one cloud storage location and at least one cloud-based recovery site; generating, based 

on the backup and recovery instructions, a backup of the host directory service; storing the 

backup in the cloud storage location associated with a cloud service provider network; 

configuring a standby directory service within a cloud-based virtual machine environment, 

wherein the standby directory service comprises at least one virtual machine and 

corresponding network infrastructure elements provisioned in the cloud service provider 

network; and in response to detecting an interruption event at the host directory service, 

machine environment.

based virtual machine environment.
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automatically initiating failover to the standby directory service in the cloud-based virtual 

machine environment. 

BRIEF DESCRIPTION OF DRAWINGS 

[0033] The accompanying drawings, which are incorporated in and constitute a part of this 

specification, illustrate various embodiments of the invention and, together with a general 

description of the invention given above and the detailed description of the embodiments given 

below, serve to explain the embodiments of the invention. In the drawings, like reference 

numerals refer to like features in the various views.  

[0034] Figure 1 illustrates an exemplary environment for implementing a standby directory 

service process, according to embodiments of the invention. 

[0035] Figure 2 illustrates an example screenshot of a directory service backup user 

interface for creating a forest recovery backup plan for a standby directory service, according to 

embodiments of the invention. 

[0036] Figure 3 illustrates an example screenshot of a directory service backup user 

interface for configuring a forest recovery backup plan for a standby directory service, 

according to embodiments of the invention. 

[0037] Figure 4 illustrates an example screenshot of a directory service backup user 

interface for configuring backup locations for a forest recovery backup plan for a standby 

directory service, according to embodiments of the invention. 

[0038] Figure 5 illustrates an example screenshot of a directory service backup user 

interface for domain controller backups for a standby directory service, according to 

embodiments of the invention. 

[0039] Figure 6 illustrates an example screenshot of a directory service backup user 

interface for adding a forest recovery backup plan for a standby directory service, according to 

embodiments of the invention. 

[0040] Figure 7 illustrates an example screenshot of a directory service backup user 

interface for labeling a forest recovery backup plan for a standby directory service, according to 

embodiments of the invention. 

BRIEF DESCRIPTION OF DRAWINGS

embodiments of the invention.
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embodiments of the invention.

[0042] Figure 9 illustrates an example screenshot of a directory service backup

user interface for recovery site settings of an isolated network for a standby directory

service, according to embodiments of the invention.

user interface for recovery plan settings for domain controllers for a standby directory

[0044] Figure 11 is a flowchart of an example process for implementing a directory

[0045] Figure 12 is a flowchart of an example process for implementing a directory

service backup and recovery system, according to embodiments of the invention.

[0046] Figure 13 is a block diagram showing an example computer architecture for

a computer capable of executing the software components described herein, according to

[0047] Information Technology (IT) administrators aim to implement automated

and dynamic computing systems that ensure authentication and authorization services

Because a directory service is the primary means of facilitating critical access to

resources, any failure or outage of the directory service poses significant risks and

potential cost burden for the organization, and can cause reputational harm. The risks and

costs from a directory failure are associated with both the cessation of normal business

and maintaining one or more standby directory services on a network isolated from the

primary directory service. These standby directory services act as an alternative directory

service, minimizing the recovery time, complexity, and cost of recovery after an outage of

the primary directory service. While the primary directory service may be within an
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organization's internal network standby directories could be inside or outside of the

organization's internal network for example in the cloud.

service or any standby directory service(s) to reduce power consumption, identify

configuration or security problems, change security settings, change directory data,

redirect requests to the existing active directory service to one of the standby directory

services, reduce computing resource costs or other required management tasks.

Some embodiments of the invention relate to applying updates to a standby

directory service(s) where collected changes from the existing primary directory service

embodiments of the invention, an IT administrator may also choose to have all changes

automatically applied.

[0050] Some embodiments of the invention relate to switching to a clone directory

(including clone creation) in case of critical failure of logical structure (schema changes,

a clone that has fewer domain controllers (e.g., in a cloned directory service, a directory

service may need at least one domain controller for each domain in the active directory

forest.), but it is not feasible to replace individual domain controllers in host directory with

[0051] Figure 1 is an example environment 100 for implementing a standby

directory service process, according to embodiments of the invention. The example

environment 100 includes a one or more client device(s) 110, a directory service 120, and
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virtual machine network, etc.). In some implementations, data communications from the

standby directory service system 140 may be communicatively coupled to other

systems/servers/devices of the environment 100 utilizing network 102 via a connection to

an isolated network (e.g., a router may be rerouted via the IP address). In the exemplary

implementation illustrated in Figure 1, the host directory service network (e.g., directory

service 120) is isolated from the standby directory service system 140. For example, the

standby system may run on a separate/isolated network than the host/client system to be

protected from a ransomware attack, but also protect from conflicts between a primary

directory service and any of the secondary directory services which are effectively clones

[0052] The one or more client device(s) 110 (e.g., a device used by a user or client

to initiate backup and recovery, such as an IT administrator) may include a desktop

computer, a laptop computer, a server, or a mobile device, such as a smartphone, tablet

computer, and/or other types of mobile devices. The one or more client device(s) 110

includes and/or be able to access or use applications, such as the application 112, for

managing a backup and recovery request to/from the directory service backup system

alternatively, the one or more client device(s) 110 or the application 112 may be a cloud-

based application hosted on a host server or web browser accessed by the user/client.

The one or more client device(s) 110 initiates a backup and recovery

request by a user via application 112. In some implementations of the invention, software

interfaces (e.g., a directory service backup user interface) on the one or more client

device(s) 110 may allow an administrator to define, re-configure, create, update, and

delete any and all settings needed to create a schedule for execution of the creation of

standby directories. The software interfaces may include a programmatic trigger capability

standby directory service(s) replicas. Example screenshots of a standby directory service

backup user interface is further discussed herein with reference to Figures 2-10. By

updating the standby directory service(s), changes made to the existing active directory
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service will be incorporated into the standby directory service reducing or eliminating

difference between the original directory service and the replica(s).

and type), access control data (e.g., permissions), membership data (e.g., group

additional software applications that may be in place alongside or in conjunction with the

original directory service 120) may also be needed by a standby directory service on an

and restore.

[0055]

may be an industry standard application protocol for accessing and maintaining distributed

directory information services in a vendor-neutral manner over an Internet Protocol (IP)

network (e.g., network 102).

metadata database 128, or similar storage devices associated with the directory service
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configuration data, FSMO role configuration data, site topology, partition information,

domain controller configurations, network adaptor settings, operating system settings,

security settings, directory service database 126 details, SYSVOL, DNS zones,

delegations, applications that consume directory data (e.g., Microsoft Azure® AD Connect

synchronization solution), and the like. Alternatively, in some implementations, the

metadata information stored in the metadata database 128 may be stored in other

components (e.g., files and folders found on the domain controller's hard drive) rather than

a separate storage system (e.g., metadata database 128).

[0057] The directory service backup system 130 may include a directory service

set 132 is configured to create and store backup(s) of an original directory service 120 in

the directory service backup database 138. The backup(s) of the original directory service

120 may include all information required to create one or more working standby directory

service(s) (e.g., standby directory services 150A-N) that may be used as an immediate

replacement of the original active directory service 120 should an outage of the original

directory service occur. In some implementations, the directory service backup system

(e.g., clients associated with each directory service, such as directory service 120 and

The standby directory service system 140 illustrates a cloud service

provider network that is configured to isolate and store one or more standby directory

services 150A-N that are created by the directory service backup system 130. As

illustrated, the standby directory service system 140 may include several standby directory

services 150A-N (sometimes referred to herein as standby directory service 150). Each

standby directory service 150 may include a directory service database 152 and optionally

directory service 150B may include a directory service database 152B and a metadata

database 154B, stored as a conditionally isolated network 156B, and standby directory

service 150N may include a directory service database 152N and a metadata database

154N, stored as a conditionally isolated network 156N, and so forth. Alternatively, in some
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embodiments, the metadata information stored in each metadata database 154 may be

stored in files and folders for each associated domain controller for the virtual or cloned

network (conditionally isolated network 146) or a plethora of isolated networks

user interface element (e.g., a backup & recovery button), on-a schedule,

programmatically, and/or automatically. For example, automatic recovery may be initiated

existing directory service is detected [or when unauthorized access or attempted

[0061] In some implementations of the invention, the standby directory services

150 may be updated at different times in order to keep the difference in the data between

the original primary directory data and the data in one of the standby directory services

12
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service 150 as another way to control the latency of the data between the primary standby

directory service and a given clone standby directory service.

[0062] In some implementations of the invention, directory service backup &

recovery instruction set 132 may switch from an original directory service (e.g., directory

service 120) to one of the one or more standby directory services 150. For example,

directory service backup & recovery instruction set 132 may be configured to start-up or

shut down servers and services in both the client network of the directory service 120 and

a cloud service provider network (e.g., standby directory service system 140) as well as

make changes to network configuration on either network so as to reroute user access

standby directory services 150A-N on the cloud service provider network (e.g., standby

directory service system 140). In some implementations, changing the network

configuration may involve changing network settings so that a standby directory service

150, which is isolated during initial backup (e.g., isolated network 156), may be made

accessible to user access requests.

[0063] In some implementations, the directory service backup & recovery

network. For example, if there is a network outage for the network 102, the directory

generated to back up the directory service 120 may be hosted and stored on a local

computer of the directory service 120, such that the user at the client device 110 may still

be able to request a backup & recovery service on site.

[0064] Figure 2 illustrates an example screenshot 200 of a directory service

backup user interface 202 for creating a forest recovery backup plan for a standby

directory service, according to embodiments of the invention. In particular, the example

access a primary directory service settings and computers to be collected and turned into

a standby directory. For example, the domain setting (e.g., element 210) allows selecting

a source domain to be backed up, and the Backup location setting (e.g., element 210)

allows a user to select where backups required to recover directory services will be
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located. In some implementations, the directory service backup system (e.g., directory

service backup system via the directory service backup & recovery instruction set 132)

settings that allow to sync backups to multiple locations. In particular, a user may select

for a standby directory service, according to embodiments of the invention. In particular,

the example screenshot 400 illustrates an example data flow for a user (e.g., an IT

window (e.g., window 410) under the backup plan program (element 204). The settings

(element 412), view the storage names (element 414), view the amount free space for the

(virtual/isolated) backup location (element 418), view the virtual/isolated host service for

each backup location (element 420), view the storage location for each backup location

(element 422), and view the registered or creation date for each backup location (element

424).
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The settings under the selected domain controller backup window (e.g., window 510)

show the user where the actual backups of each domain controller are to be stored (e.g.,

provides a list of storages to keep the domain controller backups to be used to recover

directory service). In particular, a user may select to view all of the domain controller

backup locations (element 512), view the backup dates (element 514), view the name of

each domain controller (element 516), view the name of the domain for each domain

controller (element 518), view the backup size for each domain controller backup location

(element 520), view the storage location for each domain controller backup location

(element 522), and view whether or not each domain controller backup location is

encrypted (element 524).

[0068] Figure 6 illustrates an example screenshot 600 of a directory service

backup user interface for adding a forest recovery backup plan for a standby directory

service, according to embodiments of the invention. In particular, the example screenshot

600 illustrates an example data flow for a user (e.g., an IT administrator) for selecting the

settings of a potential recovery plan in the recovery plan window (e.g., window 610) under

the selected recovery plan program (element 604). In particular, screenshot 600 illustrates

the add function for the recovery plan window (e.g., window 610) for setting up standby

directory creation settings. In particular, the settings under the add function of the recovery

plan window (e.g., window 610) allow the user to add a forest recovery plan for a manual

creation of recovery sites (element 612), add a recovery plan for a standby forest recovery

such as an automatic creation of recovery sites by a schedule (element 614), add an

active directory domain controller ("AD DC") recovery plan (element 616), and create a

custom forest recovery plan (element 618). In some implementations, the AD DC recovery

plan (element 616) allows the backup and recovery system to recover a single active

directory domain controller rather than having to recover an entire set (e.g., an entire

forest).

700 illustrates an example data flow for a user (e.g., an IT administrator) for adding a

potential recovery plan in the recovery plan window (e.g., window 710) under the selected

recovery plan program (element 604). In particular, the settings under the recovery plan

window (e.g., window 710) allow the user to select a directory service to be recovered
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(element 712) and select a cloud service provider as the isolated network provider

(element 714). For example, the recovery plan window (e.g., window 710) allows a user to

selecting the settings of a potential recovery plan in the recovery site settings window

(e.g., window 910) under the selected recovery plan program (element 604). The settings

under the recovery site settings window (e.g., window 910) allow the user to create and/or
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select a remote access to a cloud provider recovery site to configure a public IP address

for each virtual machine location (element 924). In some implementations, the recovery

site settings window (e.g., window 910) allows a user to restrict access to a recovered site

from the internet.

[0072] Figure 10 illustrates an example screenshot 1000 of a directory service

backup user interface for recovery plan settings for domain controllers for a standby

directory service, according to embodiments of the invention. In particular, the example

screenshot 1000 illustrates an example data flow for a user (e.g., an IT administrator) for

viewing the domain controller recovery settings of a potential recovery plan in the domain

controller recovery site settings window (e.g., window 1010) under the selected recovery

plan program (element 604). The domain controller recovery settings under the domain

controller recovery site settings window (e.g., window 1010) allow the user to update

and/or view domain controller recovery settings of the standby directory and the isolated

network. In particular, a user may select and set up a SysVol location path (element

1012), add additional DNS delegations zones (element 1014), setup custom DNS

forwarder locations (element 1016), select or update a preferred DNS server network

address (element 1018), add alternate DNS server addresses (element 1020), and view

the site name (element 1022).

[0073] Figure 11 is a flowchart of an example process 1100 for implementing a

directory service backup and recovery system, according to embodiments of the invention.

In particular, the operations of process 1100, and options discussed herein, focus on

creating a standby directory service on an isolated network from an existing active

directory service for the purpose of minimizing the recovery time, complexity, and cost of

recovery after an outage of the active directory service (e.g., after a malware attack).

Operations of the process 1100 may be implemented, for example, by a system that

includes one or more data processing apparatus, such as directory service system 130 of

cause the data processing apparatus to perform the operations of the process 1100.

[0074] The backup and recovery device receives a backup request for a host

directory service (1110). For example, a client device (e.g., client device 110 via

application 112) sends a backup and/or recovery request to the directory service backup
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system 130. The client device, host directory service, and the directory service backup

device are communicatively coupled via a first network protocol associated with a first

the directory service (e.g., locally installed). In some implementations, the backup request

[0078] The backup and recovery system determines setup instructions for a

configuration of a standby directory service based on the determined backup and recovery

instructions (1140). For example, as illustrated in screenshot 800 of Figure 8, a directory

service backup user interface 202 provides the details for the created standby directory for

selecting and initiating a backup and recovery plan via a standby directory service 150.

In some implementations, the setup instructions for initiating the standby

directory service are configured to restore only directory service attributes. For example,
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recovered domain controller would not contain malware (e.g., only contain directory data

and metadata, not operating system data where malware may exist).

[0080] In some implementations, the setup instructions for initiating the standby

directory service are configured to restore the set of domain controllers based on a last

updating an internet protocol address (e.g., point router/firewall from an internal network

environment to the clone network).

[0081] The backup and recovery system generates, based on the setup

instructions, the standby directory service via a second network protocol associated with a

second network that is different than the first network protocol (1150). For example, a

standby directory service 150A (e.g., a virtual machine on an isolated network) may be

generated to back up the directory service 120. In some implementations, the second

network is an isolated recovery environment. In some implementations, the backups of the

standby directory service (unlike bare-metal backups or others) may only contain directory

service data, and may not contain executables or other files that may be infected by a

malware event, so even if malware existed on the source domain controller, a recovered

domain controller would not contain malware (e.g., only contain directory data and

metadata, not operating system data where malware may exist).

[0082] In some implementations, the standby directory service is automatically

updated based on a schedule selected from the plurality of backup and recovery options

at the client device. For example, as illustrated in screenshot 300 in Figure 3, a client/user

(e.g., an IT administrator) may select a recovery plan for a standby forest with a setting for

an automatic creation of recovery sites by a set schedule (e.g., element 312). In some

implementations, the setup instructions for initiating the standby directory service are

configured to automatically modify network settings associated with the host directory

service to use the standby directory service in place of the host directory service. For

computers using the host directory service may be performed in order to force clients to

use a cloned directory service instead of the original one, point router/firewall from the

standby (isolated) environment, and change routing to that clone network (e.g., standby

directory service 150).
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[0083] In some implementations, the process 1100 further includes detecting

interruption event (e.g., a malware event, or detecting irreversible changes of schema or

standby directory service for the host directory service that is impacted by the interruption

event. For example, there are generally two types of disasters for a directory service:

logical and physical. A logical disaster is when all domain controllers are alive, but schema

is broken or there is other issue with active directory objects. A physical disaster is when

domain controllers are down (e.g., physically destroyed or encrypted). In both cases, the

active directory (e.g., AD Forest) may not be operational, and not just specific domain

[0084] In some implementations, the host directory service may include a set of

domain controllers and metadata corresponding to network infrastructure and additional

on the determined backup and recovery instructions.

[0085] Alternatively, or additionally, in some implementations, detecting a malware

event at the host directory service includes determining that a first domain controller of the

set of domain controllers of the host directory service is impacted by the malware event,

and wherein implementing the standby directory service includes utilizing a first standby

domain controller associated with the first domain controller of the host directory service
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associated domain controllers at the host directory service 120. For example, an IT

administrator may go to their router and instead of having login traffic routed to the internal

process (e.g., post malware event algorithm). For example, in response to detecting a

malicious attack at the host service 120, or another event that causes issues to the

directory service, the backup and recovery system may perform additional steps in the

restored environment after the initial restore and after each update. For example, the

directory service backup & recovery instruction set 132 may be configured to install

additional software at the directory service 120 host site and/or the standby directory

service system 140, check for any additional potential threats, check for data and service

consistency, send notifications, run a script or external application, and the like.

[0087] In some implementations, the backup request for the host directory service

directory service after a specific event like changes of active directory objects.

[0088] In some implementations, the standby directory service includes a virtual

machine or a set of virtual machines and corresponding network infrastructure elements,

and the corresponding network infrastructure elements may include at least one of

network switches, storages, and firewalls.

[0089] In some implementations, the process 1100 may further include

determining that a portion of directory service data was removed (e.g., malware, user

service for the host directory service, identifying the portion of directory service data that

of directory service data. For example, all change history to a directory service may be

captured. Thus, if a hacker removes a portion of the data, a backup and recovery may be

performed to remove a particular account (e.g., shut down all domain controllers, and now
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using a prerecovered "safe" environment of the standby directory service system 140 via

an isolated network). The backup and recovery system can then compare the affected

For example, if there are 1000 people in a phone directory, and 100 people are deleted,

based on the capturing change history, the backup and recovery system may identify the

100 people that were removed from prior recovery, may then add them back (e.g., look at

all the data that was changed, and update the clone of the active directory environment).

[0090] In some implementations, determining that the interruption event has

occurred at the host directory service in order to implement the standby directory service

directory service, a directory service may need at least one domain controller for each

controllers in host directory with individual domain controllers in the cloned

directory. Typically, if there is a disaster that requires restoring of the whole forest (e.g., in

this case switching to a clone), it means that a directory service as a whole should be

[0091] Figure 12 is a flowchart of an example process 1200 for implementing a

directory service backup and recovery system, according to embodiments of the invention.

In particular, the operations of process 1200, and options discussed herein, focus on

time, complexity, and cost of recovery after an outage of the active directory service (e.g.,

example, by a system that includes one or more data processing apparatus, such as
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[0092] A device determines that an interruption event has occurred at a host

directory service, wherein the device and the host directory service are communicatively

determining that an interruption event has occurred at the host directory service may be

based on a receiving a recovery request from the host site. For example, an IT

administrator may request to pull in the data from the backup directory service because of

a suspected malware attack, or due to a hardware issue, or a desire to test software in a

cloned directory service environment that is isolated.

[0093] In response to determining that the interruption event has occurred at the

host directory service, the device implements a standby directory service that is generated

and updated via a second network protocol that is different than the first network protocol

environment that is separated from the first network. For example, the backup and

interruption event, implementing a standby directory service for the host directory service

objects. A physical disaster is when domain controllers are down (e.g., physically

destroyed or encrypted). In both cases, the active directory (e.g., AD Forest) may not be

is configured to restore the entire active directory (e.g., AD Forest). Additionally, a

like authentication and authorization for the recovered directory service. In some

implementations, determining that the interruption event has occurred at the host directory

service in order to implement the standby directory service is based on determining
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irreversible changes of schema occurred at the host directory service, determining a

number of irreversible changes of objects at the host directory service exceeded a

threshold, determining that a natural disaster occurred at a location of the host directory

[0094] In some implementations, the standby directory service includes a virtual

machine or a set of virtual machines and corresponding network infrastructure elements,

and the corresponding network infrastructure elements may include at least one of

network switches, storages, and firewalls.

[0095] In some implementations, in response to implementing the standby

directory service for the host directory service, the process 1200 further includes,

specific event like detected changes of active directory objects.

[0097] In some implementations, the host directory service may include a set of

domain controllers and metadata corresponding to network infrastructure and additional

services associated with the host directory service. In some implementations,

implementing the standby directory service for the host directory service includes

recovering directory data and the metadata corresponding to each domain controller

based on the determined backup and recovery instructions. For example, a host directory

service requires additional services in order to function, such as network infrastructure,

DNS, etc. Metadata may refer to additional information about these additional services

such as IP addresses, DNS configuration, and the like that is required to rebuild DNS and

network infrastructure in the standby directory service (e.g., cloned directory) including

network switches, DNS servers and other required devices. In some implementations,

implementing the standby directory service for the host directory service includes

recovering directory data and the metadata corresponding to network infrastructure based

on the determined backup and recovery instructions.
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to herein as a "server") shown in Figure 13 illustrates a server computer, workstation,

desktop computer, laptop, a server operating in a cloud environment, or other computing

herein described as executing on a host server, or other computing platform. The

computer 1302 preferably includes a baseboard, or "motherboard," which is a printed

circuit board to which a multitude of components or devices may be connected by way of a

CPUs 1304 may be programmable processors that perform arithmetic and logical

operations necessary for the operation of the computer 1302.

[0099] The CPUs 1304 preferably perform operations by transitioning from one

discrete, physical state to the next through the manipulation of switching elements that

differentiate between and change these states. Switching elements may generally include

electronic circuits that maintain one of two binary states, such as flip-flops, and electronic

circuits that provide an output state based on the logical combination of the states of one

or more other switching elements, such as logic gates. These basic switching elements

[0101] According to various embodiments, the computer 1302 may operate in a

networked environment using logical connections to remote computing devices through

one or more networks 1312, a local-area network (LAN), a wide-area network (WAN), the

Internet, or any other networking topology known in the art that connects the computer

1302 to the devices and other remote computers. The bus 1306 includes functionality for
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providing network connectivity through one or more network interface controllers (NICs)

1310, such as a gigabit Ethernet adapter. For example, the NIC 1310 may be capable of

connecting the computer 1302 to other computer devices in the utility provider's systems.

beyond those described herein.

data, which are described in greater detail herein. The mass storage device 1318 may be

connected to the computer 1302 through a storage controller 1314 connected to the bus

different embodiments of the invention of this description. Examples of such factors may

include, but are not limited to, the technology used to implement the physical storage

units, whether the mass storage device 1318 is characterized as primary or secondary

storage, or the like. For example, the computer 1302 may store information to the mass

storage device 1318 by issuing instructions through the storage controller 1314 to alter the

magnetic characteristics of a particular location within a magnetic disk drive unit, the

reflective or refractive characteristics of a particular location in an optical storage unit, or

the electrical characteristics of a particular capacitor, transistor, or other discrete

component in a solid-state storage unit. Other transformations of physical media are

possible without departing from the scope and spirit of the present description, with the

foregoing examples provided only to facilitate this description. The computer 1302 may

further read information from the mass storage device 1318 by detecting the physical

units.
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the operating system may include the UNIX or SOLARIS operating systems. It should be

appreciated that other operating systems may also be utilized. The mass storage device

1302, such as directory service module 1322 to orchestrate the directory service process,

and a directory service backup and recovery module 1324 for orchestrating the backup

and recovery of a directory service, according to embodiments described herein. Other

system or application programs and data utilized by the computer 1302 may be provided

as well (e.g., a payment processing module, a security module, a user interface module,

etc.).

[0105] In some embodiments, the mass storage device 1318 may be encoded with

computer-executable instructions that, when loaded into the computer 1302, transforms

the computer 1302 from being a general-purpose computing system into a special-

purpose computer capable of implementing the embodiments described herein. These

computer-executable instructions transform the computer 1302 by specifying how the

CPUs 1304 transition between states, as described above. According to some

embodiments, from the directory service 120 perspective, the mass storage device 1318

stores computer-executable instructions that, when executed by the computer 1302,

perform portions of the process 1100, for implementing a simulation system, as described

herein. In further embodiments, the computer 1302 may have access to other computer-

readable storage medium in addition to or as an alternative to the mass storage device

1318.

shown in Figure 13, or may utilize an architecture completely different than that shown in
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[0107] In general, the routines executed to implement the embodiments of the

invention, whether implemented as part of an operating system or a specific application,

component, program, object, module or sequence of instructions, or even a subset

various times in various memory and storage devices in a computer and that, when read

memory technology, portable compact disc read-only memory (CD-ROM), or other optical

storage, magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic

storage devices, or any other medium that may be used to store the desired information

and which may be read by a computer. A computer readable storage medium should not

be construed as transitory signals per se (e.g., radio waves or other propagating

electromagnetic waves, electromagnetic waves propagating through a transmission media

such as a waveguide, or electrical signals transmitted through a wire). Computer readable

data processing apparatus, or another device from a computer readable storage medium

or to an external computer or external storage device via a network.
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stored in the computer readable medium produce an article of manufacture including

instructions that implement the functions/acts specified in the flowcharts, sequence

one or more processors of a general purpose computer, special purpose computer, or

other programmable data processing apparatus to produce a machine, such that the

instructions, which execute via the one or more processors, cause a series of

computations to be performed to implement the functions and/or acts specified in the

flowcharts, sequence diagrams, and/or block diagrams.

[0111] In certain alternative embodiments, the functions and/or acts specified in

the flowcharts, sequence diagrams, and/or block diagrams may be re-ordered, processed

serially, and/or processed concurrently without departing from the scope of the

embodiments of the invention. Moreover, any of the flowcharts, sequence diagrams,

and/or block diagrams may include more or fewer blocks than those illustrated consistent

with embodiments of the invention.

[0112] The terminology used herein is for the purpose of describing particular

embodiments only and is not intended to be limiting of the embodiments of the invention.

As used herein, the singular forms "a", "an" and "the" are intended to include the plural

forms as well, unless the context clearly indicates otherwise. It will be further understood

that the terms "comprises" and/or "comprising," when used in this specification, specify the

presence of stated features, integers, steps, operations, elements, and/or components,

but do not preclude the presence or addition of one or more other features, integers,

claims to such detail. Additional advantages and modifications will readily appear to those
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described. Accordingly, departures may be made from such details without departing from

the spirit or scope of the Applicant's general inventive concept.
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31 

CLAIMS: 

1.  A computer-implemented method comprising: 

at a backup device comprising one or more processors:  

receiving, from a client device, a backup request for a host directory service, wherein the 

client device, the host directory service, and the backup device are communicatively coupled via a 

first network protocol associated with a first network; 

determining backup and recovery instructions associated with the host directory service, 

the backup and recovery instructions comprising at least one cloud storage location and at least 

one cloud-based recovery site; 

generating, based on the backup and recovery instructions, a backup of the host directory 

service;  

storing the backup in the cloud storage location associated with a cloud service provider 

network; 

configuring a standby directory service within a cloud-based virtual machine environment, 

wherein the standby directory service comprises at least one virtual machine and corresponding 

network infrastructure elements provisioned in the cloud service provider network; and 

in response to detecting an interruption event at the host directory service, automatically 

initiating failover to the standby directory service in the cloud-based virtual machine environment. 

 

2.  The method of claim 1, wherein the backup of the host directory service comprises 

directory service data, operating system files, and system configuration data. 

 

3.  The method of claim 2, wherein the operating system files and the system configuration 

data are sufficient to restore the host directory service to a virtual machine that does not have a 

pre-installed operating system. 

 

4.  The method of claim 1, wherein initiating the failover to the standby directory service in 

the cloud-based virtual machine environment comprises modifying network settings to redirect 

authentication and authorization requests to the standby directory service. 

 

5.  The method of claim 1, wherein the cloud service provider network is communicatively 

coupled with the cloud-based virtual machine environment via a second network protocol 

associated with a second network that is different than and isolated from the first network protocol. 

CLAIMS:
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32 

6.  The method of claim 5, wherein the second network comprises an isolated recovery 

environment that is separated from the first network. 

 

7.  The method of claim 1, wherein the standby directory service is iteratively generated 

and updated within the cloud-based virtual machine environment via a second network protocol 

associated with a second network that is different than and isolated from the first network protocol. 

 

8.  The method of claim 7, wherein each iteration of generating the standby directory 

service replaces a previous iteration of the standby service. 

 

9.  The method of claim 1, further comprising: 

in response to initiating the failover to the standby directory service in the cloud-based 

virtual machine environment, iteratively performing a standby event process for a restored network 

environment associated with the standby directory service.  

 

10.  The method of claim 9, wherein the standby event process comprises at least one of 

installing additional backup and recovery software, performing a potential threat analysis on the 

first network, performing a data and service consistency check, and sending a notification to a 

client device. 

 

11.  The method of claim 1, wherein the interruption event is determined based on 

detecting changes of one or more objects associated with the host directory service. 

 

12.  The method of claim 1, wherein determining that the interruption event has occurred is 

based on at least one of: 

determining irreversible changes of schema occurred at the host directory service;  

determining a number of irreversible changes of objects at the host directory service 

exceeded a threshold; or 

determining that a natural disaster occurred at a location of the host directory service.  

 

13.  The method of claim 1, wherein the host directory service comprises a set of domain 

controllers and metadata corresponding to network infrastructure and additional services 

associated with the host directory service.  
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14.  The method of claim 13, wherein initiating the failover to the standby directory service 

in the cloud-based virtual machine environment comprises recovering directory data and the 

metadata corresponding to each domain controller based on determined backup and recovery 

instructions. 

 

15.  The method of claim 1, wherein the standby directory service is automatically updated 

based on a schedule selected from a plurality of backup and recovery options at a client device. 

 

16.  The method of claim 1, wherein the backup and recovery instructions are configured to 

automatically modify network settings associated with the host directory service to use the standby 

directory service in place of the host directory service.  

 

17.  The method of claim 1, wherein the standby directory service comprises a virtual 

machine or a set of virtual machines and corresponding network infrastructure elements, wherein 

the corresponding network infrastructure elements comprises at least one of network switches, 

storages, and firewalls. 

 

18.  A backup device comprising: 

a non-transitory computer-readable storage medium; and 

one or more processors coupled to the non-transitory computer-readable storage  

medium, wherein the non-transitory computer-readable storage medium comprises 

program instructions that, when executed on the one or more processors, cause the one or more 

processors to perform operations comprising: 

receiving, from a client device, a backup request for a host directory service, 

wherein the client device, the host directory service, and the backup device are 

communicatively coupled via a first network protocol associated with a first network; 

determining backup and recovery instructions associated with the host directory 

service, the backup and recovery instructions comprising at least one cloud storage 

location and at least one cloud-based recovery site; 

generating, based on the backup and recovery instructions, a backup of the host 

directory service;  

storing the backup in the cloud storage location associated with a cloud service 

provider network; 

instructions.
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configuring a standby directory service within a cloud-based virtual machine 

environment, wherein the standby directory service comprises at least one virtual machine 

and corresponding network infrastructure elements provisioned in the cloud service 

provider network; and 

in response to detecting an interruption event at the host directory service, 

automatically initiating failover to the standby directory service in the cloud-based virtual 

machine environment. 

 

19.  The backup device of claim 18, wherein initiating the failover to the standby directory 

service in the cloud-based virtual machine environment comprises modifying network settings to 

redirect authentication and authorization requests to the standby directory service. 

 

20.  A non-transitory computer-readable storage medium, storing program instructions 

executable on a backup device including one or more processors to perform operations 

comprising: 

receiving, from a client device, a backup request for a host directory service, wherein the 

client device, the host directory service, and the backup device are communicatively coupled via a 

first network protocol associated with a first network; 

determining backup and recovery instructions associated with the host directory service, 

the backup and recovery instructions comprising at least one cloud storage location and at least 

one cloud-based recovery site; 

generating, based on the backup and recovery instructions, a backup of the host directory 

service;  

storing the backup in the cloud storage location associated with a cloud service provider 

network; 

configuring a standby directory service within a cloud-based virtual machine environment, 

wherein the standby directory service comprises at least one virtual machine and corresponding 

network infrastructure elements provisioned in the cloud service provider network; and 

in response to detecting an interruption event at the host directory service, automatically 

initiating failover to the standby directory service in the cloud-based virtual machine environment. 
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